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Introduction and Background to the RISE Project 
The Rising pan‐European and International Awareness of Biometrics and Security Ethics (RISE) 
project is aimed at promoting pan‐European and International awareness of ethical aspects of 
biometrics and security technologies. In particular, it will seek to deepen, enlarge, and ensure 
continuity with transnational (European) and international dialogue already instigated by the 
international conferences on ethics and biometrics organised by the EC DG Research and the US DHS 
Privacy Office respectively in Brussels and Washington DC in 2005 and 2006, both held as part of the 
FP6 project Biometric Identification and Technology Ethics (BITE). 
 
The RISE project's ethos is that new decisions on policy within security settings must be supported 
by a global dialog, which must be ethically informed. And to this end, it is important that 
conversation between stakeholders, international actors and policy makers is ongoing and 
sustained. Supporting the achievement of this aim is a number of activities, including workshops, 
preparatory meetings and international conferences. The specific international focus of the RISE 
project is on the EU, the US and Asia (with a particular focus on India and China). 
 
A workshop on Individual Identity was organised by Cesagen as part of its activities within the RISE 
project held in Brussels on the 5th and 6th of November, 2009. The workshop focused on security 
issues related to border control, immigration, national ID programs, and entitlement programs with 
particular attention to new technologies, deployments of existing technologies and the link between 
technologies, procedures and operations in policy initiatives. This report represents an output of the 
workshop synthesising key issues as discussed during the course of the workshop and representing 
the contributions of the participants and the discussions that took place. The agenda distributed 
prior to the meeting is included within this report as is presentations given by invited speakers. 
 
This report also summarises a number of stakeholder views and concerns over individual identity 
and technology in preparation for a multi-stakeholder conference to be held by the RISE project. It 
should be noted that the range of views and issues detailed within this report are not exhaustive of 
the wide variety, range and positions that can be adopted in relation to the issues involved in terms 
of individual identity and technology. Where possible the report aims to be as inclusive as possible of 
key potential stakeholder viewpoints relevant to the issues highlighted and explored within the 
context of member states, the EU and internationally. 
 

Individual Identity and Technology 

At the heart of new developments in security and detection technologies is the concept of Identity. 
This is the case arguably both in a broad sense and a narrow sense.  Identity and notions attached to 
it are this report contends central to individual as well as societal interactions with new 
developments and innovations in security and detection technologies. These interactions and 
relationships are critical for exploring some of the fundamental tensions involved in debates on 
security issues and policies, such as when images of the ‘surveillance society’ are raised by involved 
actors arguing against for example new deployments of these kinds of  technologies. A key focus of 
the workshop and all presentations was the centrality of identity and issues linked with it, a feature 
which informed as well the discussions of the workshop. 

Yet defining identity for the purposes of these discussions is often as difficult as ascertaining from 
individuals what they believe their own identities to be. When asked the question, who are you?, 
many might begin with their name, continue with their nationality or profession, give their age, 
speak of their familial or other relationships or their educational, social or lifestyle based choices. 
Often the source of the question itself will determine the responses. Linked with this the authority of 
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the person or organisation asking the identity question and the validity of the answers in 
determining the truth of an identity are often seen as prime drivers of technological developments 
in order to increase the likelihood of such answers being correct . These developments are also 
expected to counter the proliferation of multiple identities existing for individuals, virtual identities, 
which may exist across a multitude of public and private databases.  

These may be simple records with little information which might be used to identify an individual to 
full and comprehensive records containing multiple pieces of identifiable information. Increasingly 
individuals have what might be termed virtual identities or indeed personas, often maintained 
through online or networked databases, governing their transactions, access to services or 
privileges. Indeed the proliferation of identities and the increasing value of identities have led to the 
emergence of a new type of crime with increasing public recognition since the late 1990s, identity 
theft.  Detecting false identities as well as the improper or fraudulent use of valid identities is often 
then strongly linked with developments in security and detection technologies.  

A key point which emerged in discussions was that while it is apparent that individuals within Europe 
are increasingly utilising and drawing on multiple identities it is also the case that the strengthening 
of identification systems in Europe may often not be matched elsewhere internationally. As such 
there are regions and countries outside of the EU where the mere provision of birth certificates or 
the guaranteeing of legitimate passports represent examples of situations where individuals have no 
valid identity or an identity which is not trusted by European based systems. This generates a 
number of challenges for interactions between these individuals and EU identification systems. 
Likewise it must be stressed that having an identity, one which can be demonstrated, is a critical pre-
requisite of receiving benefits linked with citizenship in the EU. These can include access to welfare 
services, health services or privately provided services such as the opening of bank accounts etc. The 
discussion highlighted then the positive social, civil and political benefits often linked to being able 
to demonstrate an identity. 

 As we discuss subsequently based on the content of the workshop the uses of identity can be within 
varied contexts and for varied purposes. It is a phenomenon increasing intertwined with particular 
technological innovations and the proposal of new operating procedures and standards which have 
the identification of individuals as a stated prerequisite of the successful implementation.  However 
a functional approach to identity carries with it inherent limitations as it neglects broader 
conceptualisations and issues involved in identity. Conceptualisations of identity vary across time, 
space, culture and society and such divergences have important ramifications for national, 
supranational and international systems where security and detection technologies would be used. 
Furthermore while there are technologies that rely and have as their focus the notion of individual 
identity it is inescapable that the basis of such technologies emerges from which might be called 
identity policies. 

Identity Technologies/Identity Policies 

Prof. Whitely's presentation generated a number of points in setting out a discussion on what do we 
mean by an identity policy? At the simplest of levels this can be taken to mean generally that 
technological developments do not originate in isolation, in that there are usually particular drivers 
of security needs from involved actors resulting in a developmental response in terms of 
technological devices or systems. Within governmental and regulatory settings policies are 
formulated where identity is seen as critical for their successful implementation. Examples here 
include the proposal for national ID cards in some member states, or decisions about the 
requirements of new passports in terms of new technological specifications based on internationally 
agreed biometric standards. Or indeed another illustrative example of this would be the setting of 
immigration controls and requirements at the borders of a country or supranational region.  
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As such while this report is focused on individual identity and its relationship to security and 
detection technologies it must be remembered that in actuality often what it is at stake and 
highlighted by the issues that are raised is implementation of identity policies. Often these policies 
are poorly defined, poorly rationalised and poorly implemented outside of a technological sense as 
demonstrated by Prof. Whitely's presentation and highlighted in a number of case studies discussed 
later in this report. This report will seek to demonstrate poor policies often lead to poor reception of 
technological deployments. Likewise the focus on the technology has often obscured the historical 
basis on which previous identity policies were made leading to often confusing statements on the 
purpose or proposed wide ranging scopes for new systems that appear at odds with what is 
realisable with a policy goal. Often the policy making process in these contexts is a closed dialog with 
similar detrimental impacts on democratic values, public engagement and inclusive stakeholder 
involvement in the setting of policy within the contexts in which security and detection technologies 
will be deployed.  

These are important elements to be addressed in this report. Yet the limitations of a report must be 
stressed into what importantly should be seen as the need to open up the spaces of policy setting 
through the encouragement of multi-stakeholder dialog and involvement in the setting of such a 
policy. The need for this is indicated and explored within this report by highlighting a number of 
examples where policy setting which has been a closed dialog has led to conflicts and contestations 
that reflect poorly on the decision making processes involved in such technologies and systems. 
Whether the strength of these examples can be carried through into a redefining of how policy in 
such areas is arrived at will be a test for future directions in policies that are democratic, 
accountable, transparent and ultimately effective in dealing with the perceived threats to security 
they are meant to address. 

Defining Individual Identity Broadly 

Through the discussions of the workshop it was clear that divisions were apparent as to how defining 
identity could be approached. Within this report, in aiming to synthesising some of the views that 
were presented, we suggest that there are two broad potential definitions of individual identity as 
this pertains to security and detection technologies. While there a number of definitions of identity 
that go beyond how they might be understood in a technological sense it is these two approaches 
that would appear to characterise most if not all of the security discourses on individual identity. The 
first of these general approaches we denote as defining individual identity in a broad sense. By this 
we mean that there is a less of a concern with actual identification of the individual (although this 
can be an end result after preliminary identifications) but is rather focused on categories, particular 
types of behaviours associated with certain identities or with identification of particular elements of 
an identity, such as gender, age, profession etc. During the discussions of the workshop it was noted 
that in respect of this point that historically and currently it is deviations from the norm in these 
categories that formed the object of policies, whether these be criminals, migrants or asylum 
seekers for example. 

Identity in a broad approach for differing purposes can also be focused on different sets of attributes 
that have been assigned to identities for the functional needs of particular systems and 
technological deployments. By this a system might be interested in whether particular individuals 
represent risks that need to be investigated further for example. Perhaps the first point to consider 
is that in a broad sense it is the notion of the various identities an individual possesses as opposed to 
their actual personal identity that is of concern.  For example proposed developments for new forms 
of health records have suggested that individual identification is not necessary as for most medical 
treatments or diagnosis all that would be required are individual medical histories.  
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In another sense this set of interactions is concerned with the types of behaviours that are 
associated with particular identities. Examples here include proposed technologies which seek out to 
detect abnormal or suspicious behaviours. These types of developments are increasingly being seen 
as the future of such technologies incorporating both new and existing technologies. Examples here 
include the adaptation of existing CCTV networks to make cameras in the system smarter, more 
aware and more responsive to the detection of unwanted behaviours and identities associated with 
them. Other examples include health scanning during times of epidemics, where the health 
condition of the individual, ascertained by remote thermal scanning in the case of SARS and the 
recent swine flu outbreak, where only body temperature is being detected as opposed to any other 
elements of an individual’s identity. 

Broad conceptualisations of individual identity can also be characterised as those which for the most 
part require only particular elements of an individual’s identity in order to fulfil the purpose of 
allowing individuals to access systems or services. As such an example here is the need to prove age 
to purchase alcohol or tobacco. However the inherent tension here is that identity instruments 
which prove age often contain other unrelated pieces of individual identifiable information such as 
name, or home address, or nationality. Increasingly developments in Privacy Enhancing Technologies 
and the concept of Privacy by Design are relying on this approach by asking that the design of 
systems recognise that perhaps only a part of an individual identity is required in order for 
individuals to access services and that identity instruments should incorporate a minimal approach 
to recording the data which is necessary in these contexts. The recent Madrid Declaration signed by 
over 60 international representatives of data protection and privacy organisations has highlighted 
this approach as one means of dealing with burgeoning and intrusive identification and surveillance 
systems.1 

Other approaches which may be said to reply on broad conceptions of identity include the 
controversial topic of profiling. This approach allows for screening, sorting and highlighting particular 
individuals who might warrant further investigation. Here it can be argued that in the case of 
profiling particular categories of individuals is of importance, or 1-2-many types of searches based 
on the detection of particular types or particular attributes of identities which are considered to be 
suspicious, threatening or in general need of further more refined identification. Often deployed 
here is the argument, at least within security contexts, that the use of such threat detection or 
profiling systems will make systems more secure and efficient as non-suspicious individuals will not 
be placed under the burden of intrusive or unwarranted measures of identification and surveillance.  
However it is clear that a number of ethical issues arise out of such developments such as threats of 
discrimination. These include paradoxically the use of a broad approach to unfairly categorise and 
discriminate against individuals as well as placing certain identities into a category which obligates 
them to be viewed as threats and risks.  

Defining Individual Identity Narrowly 

In contrast in defining approaches to individual identity in a broad sense then the approaches here 
are centred on establishing the actual and sole identity linked to an individual. Such uses of this 
narrow approach to individual identity may be for immigration purposes, for physical access control 
to premises and locations or other scenarios, like availing of certain banking services where the 
actual unique identity of the person is seen as a requirement for proceeding. Within technological 
deployments utilising this approach verification of a single individual identity is the key objective 
through establishing an actual trusted individual identity. It must be stressed that technologies are 
being proposed or are in the process of being rolled-out innovative or new the bulk of systems 
concerned with identity in this fashion are usually already existing systems. As such we can consider 
                                                           
1
 Madrid Declaration, available at http://thepublicvoice.org/madrid-declaration/ 
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national birth registration systems, existing passport systems and databases or indeed national 
identity card systems where these exist within member state countries. The example of the Dutch 
Passport Act as presented by Mr. Sneijder is illustrative of implementations based on this approach. 

Drawing on a narrow approach it is the identity directly linked with an individual that is of concern. 
Here to use the language of the security and detection industry itself it is 1-2-1 verification that is 
most often the goal and focus for technologies and systems. The fact that these systems rely on 
already existing systems highlights in general the amount of personally identifiable data that has 
been collected on individuals by a wide and increasing number of actors. Duplication of data across a 
variety of databases in turn has meant that often individuals have different unique identities on a 
number of databases, in particular within governmental contexts. For example tax databases may 
have a complete record of individuals, as well as similar uniquely identifying information being 
contained in public health, welfare, vehicle licensing or public education databases.  
 
The critical challenge highlighted in policy due to this problem of multiple identities in a narrow 
sense being contained across a variety of contexts is how to link these together with a sole unique 
identification of an individual. This was discussed to some extent and detail by participants in the 
workshop as often being a key driver for promoting new technologies in identity policies. One of the 
more prevalent technologies in responding to this perceived challenge has over the last number of 
years been the introduction and promotion of biometric based systems. These systems in particular 
have been championed as a potentially highly successful means of tying together the disparate 
virtual or database identities existing for individuals to a unique identification linked to a bodily or 
physiological biometric characteristic.  

The obvious concern here that was argued by Ms. Havelange in her presentation is that the amount 
of identifiable data on individuals accessible at any one point increases with interoperability leading 
to further problems in terms of privacy and data protection. Paradoxically then a narrow focus on 
individual identity, in terms of the approach being centred on verification and linking of identity to 
sole individuals may pose greater threats in particular circumstances than those approaches utilising 
a broad focus on individual identity. 

The Uses of Identity 
Defining individual identity can be a complicated and divisive affair. But the rationales and purported 
functions of systems and devices can be categorised into what such systems are expected to do in 
relation to their use of identity. These uses of identity are in turn framed by the narrow and broad 
approaches described above and allow us to interrogate more systematically the identity policies 
from which they originate from. 

Individual Identity as a Historical Concern 

Prof. Higg's presentation highlighted  a number of critical issues in relation to the historical 
contextualisation of identity and these roots as evidence in how identification is an issue currently. 
An important observation made was that for many of the uses of identity in terms of new 
technologies and the categories above it is the case that these systems are often contributions to 
already existing sets of technologies and procedures that have a historical basis in terms of policy 
making. The issue of individual identity is also a feature of societies rooted in history and often the 
specific historical necessities of situations that particular societies have found themselves in which 
have led to developments which echo into the present. It is attractive to draw analogies for example 
between the war-time issuance of national ID cards in the 1940s in the UK and elsewhere with 
similar calls and similar rhetoric accompanying such calls in our period of the ‘war on terror’.  
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Similarly Prof. Higgs noted the fallacy that past times in human societies were relatively static and 
immobile in terms of the movement of populations is not borne out by even a superficial reading of 
historical evidence. He outlined how the industrial revolution brought with it vast movements of 
people, in the 18th and 19th century there was emigration and immigration both from Europe, to the 
US, and into Europe, from various colonial regions on a relatively large scale. Indeed in the case of 
the US levels of immigration in these centuries dwarfs levels seen in the 20th century, especially 
considering the tightening of US immigration laws in the 1920s. However even prior to this the 
middle ages were characterised by people moving around and being mobile for many of the same 
reasons do so currently, i.e. for work, travel, learning or as a result of social relationships. While 
there are obvious differences the continuities in what challenges were seen in these periods (or even 
issues that were not seen as problems) are central to understanding how identity policies might be 
rationalised, justified and what their goals might be in their implementation. As such while 
technology may be innovative and new the human and societal motivations for polices which lead to 
their deployment can be traced historically. 

This is not to make a simply trite observation that history is an important element of the trajectory 
of future and promised developments in the development of identity policies. But that ignorance of 
how past policies and social contexts influence people’s attitudes is to deny the continuity with 
particular concerns that drive the formulation of these policies.  Conversely societal developments in 
terms of the emergence of new technologies have often been historically bound up with the new 
requirement of identification technologies. An example of this can be seen in the introduction of the 
passport in the early 20th century and its subsequent rise to prominence as a travel document can be 
linked strongly with the fact that during the latter half of the 19th century and early 20th century the 
ability and capacity for travel was increasing exponentially. Prof. Higgs in his presentation outlined 
how historically identification was rooted in social developments and historical contigencies.  

Likewise increased nationalism during this period, when nation states were often set against one 
another within the European context increased the importance of one’s nationality and hence 
increased the social need to be able to prove one’s nationality. During war-time this sentiment was 
solidified in the issuing and requirement of national identity cards in countries such as the UK. The 
success of labour movements (or fear of them) likewise across Europe at the start of the 20th century 
led to the development of social insurance systems. Such systems in order to determine 
entitlements to pensions or other social welfare services required the development of public 
administrate systems that could reliably identify citizens. Such systems were based on 
‘recommenders’ (where proof of identity on an individual would originate from a trusted source, 
such as a local priest), parish baptismal records, and worker insurance records through to the 
emergence of more comprehensive national systems of registration often derived from census 
returns. It is reform of these systems and proposed evolutions of these systems in terms of 
efficiency and effectiveness which often are contained within rhetoric on the introduction of new 
technologies. 

A further example of the historical specific social conditions leading to the emergence of new 
systems of identification was the emergence of chip and pin ATM services in the banking sector. The 
emergence of a mass banking system in the 1960s created a number of challenges for banks. In the 
case of the UK it was feared that the explosion in transactions, managed by a paper based cheque 
driven system would soon fail. Electronic Point of Sale (EPOS) operations were introduced in order to 
stave off this feared collapse. ATMs were introduced in order to respond to labour unions at the 
time successfully championing shorter working hours and the government at the time threatening 
alternative services to replace the poor customer access being offered at the time by private banks. 
Fingerprinting (perhaps the most common biometric to be proposed in new technological 
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deployments) similarly provides interesting historical insights into understanding current issues with 
the technology.  

Prof. Higgs continued with outlining how fingerprinting as a means of identifying individuals has a 
long history of being used, Han Chinese for example made extensive use of fingerprints in sealing 
documents, on clay tablets (where names were also recorded) highlighting their use as a means of 
identity.  However the current scientific modalities of finger printing can be dated to the work of Sir 
Edward Henry in India of a workable classification system that enabled information retrieval.  His 
classic manual, published in India in 1896 was a landmark work establishing fingerprinting as a pre-
eminent mode of identification. This was quickly adopted within the colonies of the British Empire 
and introduced into criminal settings. However the use of these new biometric forms of 
identification to identify citizens did not occur. For example a Treasury Committee in the UK after 
the First World War considered the possibility of fingerprinting all pensioners but rejected the idea.  
The proposal it was felt at the time, Prof. Higgs in quoting from a governmental report, would 
alienate the British public who associated fingerprinting with criminality and with native peoples in 
the colonies of the Empire.  Such sentiments continue to be expressed in terms of reservations over 
new biometric fingerprint based systems, in particular its long association with criminal 
investigations and related contexts. 

From the discussions of the workshop it was clear that identity policies have clear historical 
backgrounds. It was also clear that societal need and circumstances either made use of or led to the 
development of particular identity technologies and systems to satisfy these circumstances and 
needs. What then might we suggest as the current drivers of identity technologies and identity 
policies and how are these related to the purposes of identity. 

Functions and Uses of Identity 

As highlighted and explored in Prof. Whitley's and Mr. Nightingale's presentations an important 
observation in relation to identity and technology is the purposes to which identity is put. Following 
from Prof. Higg's presentation the workshop considered some of the prominent current uses of 
identity within these environments.  The important question was seen as why knowing the identity 
of an individual is important, necessary or required within the performance of a particular system. 
The functions of identity in a technological sense as discussed must though be contextualised in the 
role of individual identity within societies more generally as it is here that conflicts and tensions 
emerge. Therefore it should also be noted reflecting points made in the discussion that there are 
significant divergences attached to identity cutting across culture, age, gender, nationality. Young 
people of particular sub-groups may for example strongly express a particular identity, through 
clothing, music and links with other members of peer groups. Identities may be seen as fluid as well 
as rigid constructs dependent on particular contexts and situations within a non-technology driven 
environment.  

However in relation to the development and deployment of security and detection technologies 
there is a definitive sense as to which purposes particular actors are concerned with identity. In this 
sense we can denote two principal types of actors for who identity has a functional purpose within 
different environments, these being state/governmental actors and commercial actors. As the 
principle focus of the HIDE project is on security and detection technologies in relation to European 
homeland security issues it is the uses of state/governmental actors that are of key concern. The 
types of actors within this category include governmental departments, border control, law 
enforcement and these actors can be local, national, EU based as well as international. An important 
element of how these actors interact is the new ways in which interoperable systems allow for 
closer co-ordination between different levels of these types of actors. Participants during the 
discussion noted however that increasingly commercial actors are also involved in issues of security, 
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if not for national security there is the case that these types of actors have been and are increasingly 
the first line of defence for many citizens from particular forms of criminal activity, fraud and so on. 
Likewise many in terms of the expansion of particular security systems are being co-opted into 
performing a number of surveillance or detection activities for state/governmental actors. Such as 
for example Internet Service Providers being asked to store, monitor and become more pro-active in 
identifying suspicious behaviour in using online services.  

Another level of interaction between commercial and state/governmental actors is the fact that in 
many, but not all instances, technological development is being driven by state/governmental actors 
but carried out within commercial sectors. In turn the development of standards, procedures and 
best-practice is a product of the relationships between these two types of actors. This has important 
ramifications for the manner in which identity is conceptualised. Similarly as this report will attempt 
to demonstrate the relationship has often been a closed dialog with mixed results for technological 
deployment due to alternative sources of viewpoints and considerations, such as ethics or social 
science more generally, being relatively excluded. 

Prof. Whitley in his presentation, and expanded during the course of the discussion,  saw the uses of 
identity as being, 

1. Proof of Identity 

This is arguably the principal use of identity in relation to technological development and 
deployment and the uses of identity in relation to the actors noted above. Here reflecting the 
narrow approach identified above the focus is on establishing the direct linked individual identity 
attached to a person.  This use can be most clearly seen in immigration and border control for 
example. This is so for persons who may have no trusted identity such as asylum seekers or 
refugees. 

2. Access to services 

Here the focus of identity is on access to services where some element of identity is of concern. For 
example age based services such as the purchase of alcohol require demonstration of a subject’s 
age. Access to a wide variety of commercial services is reflective of this use of identity where 
individuals for example might use passwords, pins and particular biographical questions to access 
services. An example here might be the verification and identification procedures and checks that 
are performed by individuals in attempting to access and use online banking services. Such 
approaches can be based on both a broad or narrow approach dependent on the design of the 
service or system. 

3. Preventing and Combating Terrorism 

One argument particularly in relation to the increasing proliferation of biometric technologies within 
security settings is that the events of 9/11 in the US dramatically reshaped the perceived importance 
of such technologies leading to an explosion of interest and funding for their development and 
deployment.  The uses of identity in terms of combating and preventing terrorism then can be seen 
as one of the key deployments to be considered. Approaches here also can be based on both narrow 
and broad approaches and most new systems would appear to be using a combination of both. For 
example the proposed use of profiling to screen individuals who may appear to be suspicious who 
would then be subject to more rigorous attempts to verify their identity. 

4. Public and Welfare Administration 
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While much welfare and public administration is of course linked to proof of identity above in terms 
of entitlement, access and the provision of particular services offered by the state there are other 
purposes to which identity is seen as a requirement in terms of public and welfare administration. 
Perhaps the clearest example here would be censuses where a complete tally of all identities is seen 
as a requirement of the state. Other uses include the provision of more efficient services especially 
welfare ones by determining attributes or behaviours associated with certain identities that would 
allow for more efficient delivery of a wide variety of services. Forecasting and predicting public and 
welfare needs may also require the particular attributes or behaviours of identities to be known as 
well. Examples here might be demographic projections to determine future welfare and in particular 
pension burdens. 

5. Migration and Immigration Control 

A critical use of identity and technology is the determination and control over the entry and exit of 
individuals to countries and geographic areas. Within this the use of biometric based technologies 
has increasingly come to the fore. A number of examples can be highlighted in this area. The first 
would be US visit program, which collects the fingerprints of individuals entering the US, the system 
is also expected to collect fingerprints at the exit point of individuals leaving the US as well. A 
European example would be the EURODAC system which is focused on refugees and asylum seekers 
and aims to perform a number of functions chief among them the prevention of duplication 
attempts to gain asylum status in different European countries. A key observation is that this use of 
new technologies often here come before their wider deployment for other purposes. An example 
of this would be UK national identity card, which has been first deployed for certain visa categories 
before a proposed roll out nationwide where it would be used as the primary instrument for proof of 
identity. 

6. Preventing and Combating Crime 

Increasingly post 9/11 an emergent discourse rationalising the development and deployment of 
security and detection technologies has been the call that such systems and procedures will also aid 
in the fight and prevention of various and wide ranging sets of criminal activities. As such 
technologies here also represent a combination of broad and narrow based approaches to individual 
identity. They also represent a further use of technologies that are deployed in terms of having other 
uses of identity. An example of this type of function is the manner in which the Schengen 
Information System while tracking unauthorised individuals likewise works for objects and goods as 
well helping customs and excise officials or allowing for the tracking and potential detection of 
goods that have been stolen. 

7. Non-criminal Forensic Purposes 

Linked to above and the search for new uses for security and detection technologies has been the 
rationalisation, in particular for biometric based technologies, to be of assistance in the forensic 
identification of individuals in non-criminal contexts. The most prominent of these would be uses 
such as Disaster Victim Identification. Here actors have highlighted, such as was the case in the 
aftermath of the 9/11 attacks, or even more prominently in the case of the Asian Tsunami that an 
already existent source of biometric data would have aided the identification of victims in a timely, 
effective and efficient manner. 

8. Identity Management 

In terms of more commercial uses of identity Mr. Nightingale in his presentation emphasised the 
notion of identity management which has emerged which can be seen as a desire to reconcile 
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various identities that might exist on individuals across a wide variety of services and providers.  
Such uses of identity and applications of technology are seen as allowing users and individuals an 
element of control, as opposed arguably to the uses above, where users are the principal focus and 
have little or no control over how their identities are being used within technological systems, 
procedures and their interactions with technological devices. The ensuing discussions on this point 
were lively and pointed towards the difficulties in reconciling the perceived benefits of being able to 
prove one's identity with the dangers of pervasive identification systems turning into surveillance 
systems. 

Borders, Trust and Citizens: Managing Identities in the EUs 
The main focus of this report as produced by the RISE project is on Individual Identities and the 
management or interaction between these identities with technologies and policy within the EU. In 
particular it is the context of European homeland security that is of chief concern to the project 
itself. Yet a number of caveats are also apparent even in this expression and the discussions during 
the workshop both highlighted these considerations and explored them in some detail. Firstly it was 
noted that we should consider what is meant by a European homeland area whose security is to be 
protected and promoted through technological deployment. Historically Europe has been a divided 
continent, with the effects of two world wars, as well as the cold war, apparent in the political 
landscape of how states interact and social dimensions shaping attitudes to identity (for example 
East German experiences with the Stasi). Indeed in considering the Balkan region conflicts have been 
recent and memories still have resonance of long standing divisions that have only recently arguably 
begun to be addressed. National identity in these circumstances remains highly charged and 
politically sensitive. 

Secondly participants discussed the interaction between identity and security and detection 
technologies policy making within the EU can often be a conflicted and fractured affair. This is true 
not only for  policy decisions at the level of the EU but also between and within member states of 
the EU and in further the relationships between these sets of policy decisions and other 
supranational and international partners. A clear example of this would be the controversy over the 
introduction of Passenger Name Records by the US for visitors travelling from the European Union. 
Here a number of member states, parliament, the Commission and the European Court of Human 
rights were involved in a fractious dispute in tandem with disputing with the US over the validity of 
the agreements in place for the sharing of information. Whether bilateral or multilateral agreements 
are to be implemented it is clear that a number of actors, who we might characterise as being 
potential sources of policy decisions need to be taken into account in considering where identity 
policies may emanate from. 

Thirdly the workshop identified the political differences between, and indeed often within member 
states that arises out of stakeholder promotion of competing interests in policy is often neglected 
within decisions ostensibly taken at higher levels in relation to security policy. Here the issue then is 
that the issue of closed dialogs within the process of technological development and deployment are 
compounded by a multi-factorial lack of awareness of the complexity with which individuals and 
different societies view security issues. This extends to dealing with the technologies that might be 
deployed within such contexts. In the EU the complexities of policy represent significant challenges 
for policy making in security contexts on a number of levels. While EU policy making in other areas 
can often be problematic the competing interests involved in matters of national security can make 
for other very different purposes and uses being put forward within different areas of security policy 
by different actors. These tensions are however not solely about policy but cultural and political 
differences can also influence and be a factor in the reception of particular technologies by citizens 
of individual member states.  
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Establishing identities, verifying identities and the negotiations that take place around these 
processes at the ‘border’ or within the EU and member states are significant elements of EU 
strategies for border control. These processes can represent technological interventions or other 
methods related to making the management of Europe’s borders more secure, efficient and 
responsive to the demands of what can be seen as an increasingly mobile world.  Moreover, 
processes of segregating and categorising citizens and sorting non-citizens in relation to entitlements 
to welfare services is seen to necessitate the effective management in terms of identity within 
Europe’s borders as well. Taken together or individually these processes represent a complex 
phenomenon and to be seen to manage them effectively has emerged as a key policy, or manifesto, 
goal for governmental actors across the EU in recent times.  

The challenges involved in this area are multi-faceted and inter-linked. Also they are challenges, 
particularly in relation to identities at borders, where within the context of an enlarged (and 
potentially further enlarged) EU we see problems characterised by an inability of individual member 
states to resolve on their own. Examples here include for example the management of the 
Mediterranean area in terms of migrant crossings is an area where member state co-operation is 
seen as a necessity. Recognition of some of these challenges and issues has been gradual within the 
EU and member states, yet recognition has not always been accompanied by consensus and 
agreement on the methods and means by which collective responses can be achieved.  This is, for 
the RISE project, further compounded by the need for multiple stakeholders to be involved and 
recognised within the policy decision-making process where individual identity is of concern within 
security settings and contexts. The borders of the European Union, or the margins of what is 
considered to be the European homeland then provides a key site for exploring identity policies, the 
use of technology and problems involved in these areas. 

The European Commission ‘Border Package’: Identity Policies 

To provide a context framing the discussions that occurred during the workshop EU policy 
approaches in a major area where identity is important is presented here. Article 2 of the Schengen 
Borders Code provides a harmonised definition of what ‘the border’ is according to European 
Community law. In particular, this provision establishes that external borders are conceived as “the 
Member States’ land borders, including river and lake borders, sea borders and their airports, river 
ports, sea ports and lake ports, provided that they are not internal borders”. This definition of the 
border is comprehensive. It also defines the area where it is the mission of EU actors to secure and 
police the limits of the common Schengen territory. In addition it can be argued that such a 
definition has as one of its objectives the sending of a clear message to “the outside” about a 
common European security identity substantiated and reflected in an Area of Freedom, Security and 
Justice.2 
 
As defined in the Schengen Borders Code3, border control consists of checks carried out at border 
crossing points (border checks) and surveillance of borders between border crossing points (border 
surveillance). The main focus for Europe is on enhancing border surveillance, with the main purpose 
of preventing unauthorised border crossings; to counter cross-border criminality and to support 

                                                           
2 E. Guild (2003), “The Border Abroad – Visas and Border Controls”, in K. Groenendijk, E. Guild and P. 

Minderhoud (eds), In Search of Europe’s Borders, Kluwer Law International: The Hague, 2003, pp. 87- 104. E. 
Guild (2001), Moving the Borders of Europe, inaugural lecture delivered at the official ceremony of the 
assumption of the professorship of the CPO Wisselleerstoel at the University of Nijmegen, 30 May. J. Crowley 
(2003), “Locating Europe”, in K. Groenendijk, E. Guild and P. Minderhoud (eds), In Search of Europe’s Borders, 
Kluwer Law International: The Hague, pp. 27-44. 
3
 Articles 2 and 12 of Regulation (EC) No 562/2006 (OJ L 105, 13.4.2006, p. 1) 
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measures to be taken against persons who have crossed the border illegally4. While supporting 
border control through enhanced border surveillance for the most part border control remains the 
province of respective member states. It is clear here that the two approaches to identity defined 
earlier can be incorporated within both border control and border surveillance and that within the 
context of the border package elements of both can be found in current and proposed technological 
deployments. 
 
This is perhaps encapsulated clearly in the structure and content of the proposed EU border 
package. On February 13th, 2008, Franco Frattini, then Justice, Security and Freedom Commissioner 
and Vice-President of the European Commission, presented the European Commission's Border 
Package, entitled 'A comprehensive vision for an integrated European border management system 
for the 21st century'. A vision to ‘foster further management of the EU’s external border by 
establishing an EU entry/ exit system registering the specific movement of categories of third 
country nationals at the external borders of the EU’5 who have visas containing biometric data.  
 
The package is comprised of three parts; the first evaluation of and a proposed outlook for Frontex, 
(the European border security agency) charged with strengthening the freedom and the security of 
the citizens of the EU by complementing national border management systems of the Member 
States. It is a key player in the implementation of common EU policy for Integrated Border 
Management and actively promotes the gradual development and the effective functioning of the 
EU Integrated Border Management System. Secondly the package seeks to address the 
establishment of the European border surveillance system (EUROSUR) and third the package seeks 
the creation and operation of an entry register (with current calls for the introduction also of an exist 
system).  Mr. Frattini recommended the setting up of an automated border control system enabling 
the automated verification of a traveller’s identity (for both citizens and non-EU citizens alike), based 
on biometric technology.   
 
This implies the systematic checking of everyone entering and leaving the EU for a number 
categories of persons, or identities entering or leaving through the border: 
 

 Third country nationals with visas containing biometric data, which will be checked at the 
border, 

 Asylum seekers who are processed at their country of arrival, 
 Diplomats 
 Third country nationals not needing visas for a short stay in the EU whose biometric data will 

be taken at the border  (operating within visa waivers schemes) and 
 Citizens of the EU whose biometric data will be incorporated into their passports which will 

be swiped on entry and exit6 
 
The target group, however, are third country nationals admitted for a short-stay of up to three 
months or those attempting to enter Europe as asylum seekers, regardless of whether they require a 

                                                           
4
 COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE COUNCIL, THE EUROPEAN 

ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE OF THE REGIONS, Examining the creation of a 
European Border Surveillance System (EUROSUR) Brussels, 13.2.2008, COM(2008) 68 final 
5
 Commission Communication, on an entry/exit system at the external borders of the European Union, 

facilitation of border crossings for bona fide travellers, and an electronic travel authorisation system, 
COM(2008) 69 final, Brussels, 13.2.2008 
6
 The Commission’s New Border Package: Does it take us one step closer to a ‘cyber-fortress Europe’? CEPS 

Policy Brief, March 2008. Available for free downloading from the CEPS website (http://www.ceps.eu) © CEPS 
2008 
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visa to enter the EU or not. This draws attention to the claim that the migration system in Europe is 
two-tiered, different rules apply to different groups of people implying an identity policy segregating 
particular identities. Changes in citizenship and nationality within the EU decided on as policy 
matters have had and continue to have a concrete interrelationship between immigration controls 
as well as the rights of resident immigrants or asylum-seekers trying to join them. 
 
The new border package will not only apply to foreigners, EU citizens entering and leaving the 
external border will have to have an epassport containing biometric data (expected to be in place by 
2019 for two biometric identifiers) which the system can read and check against EU and national 
databases; this is merely for verifying the authenticity of their claim to EU citizenship. For the time 
being, national border surveillance systems are covering just a few selected parts of the EU external 
borders, with around 50 authorities from 30 institutions involved in border surveillance, sometimes 
with parallel competencies and systems.  Migration pressure presents challenges in terms of 
detection, apprehension, reception and further processing and readmission of migrants. Border 
surveillance has not only the purpose to prevent unauthorised border crossings, but also to counter 
cross-border crime such as the prevention of terrorism, trafficking in human beings, drug smuggling, 
illicit arms trafficking etc [ibid] 
 
What does this mean for asylum seekers and those groups that are being targeted by the border 
package? The reality is that the numerous border control measures now in place prevent most 
refugees from physically reaching the EU. It’s not surprising that asylum applications in EU countries 
are at their lowest level for 20 years.  ECRE’s Secretary General Bjarte Vandvik said: “Whilst Europe’s 
borders are ever tighter and more secure, victims of persecution around the world are finding it ever 
harder to reach a safe haven. The construction of a Common European Asylum System will be 
meaningless if asylum seekers cannot reach the EU’s territory.” The European Agency for the 
Management of Operational Cooperation at the External Borders (FRONTEX) clearly considers its key 
indicator of success to be preventing as many people as possible from entering the EU irregularly7 
Since the beginning of 1990s, the flow of persons seeking international protection in the EU has 
been such that the member states have decided to find common solutions to this challenge. A set of 
commonly agreed principles at European Community level in the field of asylum can provide a clear 
added value while continuing to safeguard Europe's humanist tradition. The Hague programme was 
adopted by heads of state of government on 5 November 2004, it takes up the challenge for taking 
forward the common European asylum system and looks to the establishment of the common 
asylum procedure and uniform status for those granted asylum or subsidiary protection, based on a 
thorough and complete evaluation of the legal instruments adopted in the first phase. 
 

Issues in Identity Technology: Privacy, Balance and Proportionality 

During the workshop a number of participants recognised the observation that often debates on 
security and technological policy in the field are polarised. A crude representation of which might be 
extreme positions stating “Nothing to Hide, Nothing to Fear” from surveillance technologies 
designed to protect, as opposed to the countervailing argument that there is an increased 
emergence of an “Orwellian” surveillance state utilising these same technologies in an intrusive 
fashion. It can be argued that these extremes are unhelpful and unable to advance sound policy 
making. The continual expression of elements of these sentiments and positions can be regarded as 
reflective of a general lack of stakeholder involvement, of communicating clearly on technological 
policy and active engagement and dialog between stakeholders with interests in security policy, and 

                                                           
7
 The European Council on Refugees and Exiles (ECRE) News release: 13 February 2008: EU Border 

Management Package ignores right to seek asylum? 



~ 16 ~ 

 

issues of Identity. Further the discussions and presentations illustrated that this is especially true 
where proposed technological solutions have been mooted related to the policy areas where 
individual identity is an issue such as within the EU border package. The divergences in political, 
social, cultural and legal conceptualisations and uses of technologies are reflections of the inherent 
diversity within the EU and its member states. And this is, in turn, reflected in the manner in which 
technologies are perceived and received by citizens as well as by stakeholders. A strong theme which 
emerged during the course of the discussion, as well as from presentations by invited speakers was 
the closed nature to dialog on technology and policy within these areas and the lack of reflexivity in 
terms of implementing successful policies and accountability in terms of redressing policy failures. 

This human element to technological reception was seen by participants as a critical element related 
to the issue of whether policies will be successful. Biometric technologies are a prime example, given 
the manner in which they position identity in relation to the body which touches on sensitive issues 
for citizens and non-citizens in the manner in which they relate to the technologies. Other 
technologies related to security and individual identity may likewise be characterised by particular 
historical connotations. Fingerprinting for example with its long association with criminal 
investigations as we have discussed may be perceived negatively in some instances in its transition 
to other forms of identity management. DNA likewise as a biometric is bound up in controversial 
links with long standing debates in biology, even though its use in criminal investigations is 
spreading, and indeed a recently launched pilot project by the UK Border's Agency on determining 
ethnicity and country of origin represents a future potential usage in some border control situations. 
Its established use in determining the veracity of family's relative's claims for asylum seeking is 
another increasing area of usage yet attitudes and the effectiveness of some of these deployments 
remains to be explored in detail. Defining common approaches to technology policy in this area, 
across all member states and with recognition of non-EU citizen’s and stakeholders responses and 
initiatives on such technologies is a difficult yet fundamentally necessary task. 

Inherent tension in consensus-approaches to technological policy is itself recognised in many EU 
documents, often but not always associated with the presentation of a ‘European’ Identity.   More 
recently the emphasis has been on what common European ‘values’ can inform technological as well 
as other areas of policy. This would appear to have ramification for the adoption of common 
European identity policies.  The identification of common values, leading to consensus approaches is 
a critical element of multi-stakeholder involvement in the EU in terms of setting technology policy in 
relation to security. Such a synthesis is meant to be encapsulated in the EU border package but with 
devolution of border controls (as opposed to border surveillance) means many different 
implementations being found across member states. This is further made difficult with the existence 
of non-Schengen countries within the EU itself. Building consensus as such is a difficult challenge 
given that different member states are able to rationalise, justify and implement identity policies 
using technologies to different degrees, levels and in varied ways. 

The risks to successful policy implementations that are not formed from consensus building are 
readily apparent. These include failures to adopt, failures in implementation, resistances to 
implementation in terms of technological deployment as well as resistances to policy initiatives 
separate from or linked with technological deployments. Such failures can lead to wasted uses of 
resources as well as perhaps more importantly a loss in trust and confidence in political actors’ 
ability to tackle issues and meet challenges in an effective manner. In this instance the accountability 
of political decision-makers can be called into question threatening the legitimacy of decisions taken 
to meet challenges that citizens and other stakeholders see as vital ones to be met.  Furthermore, 
other more drastic interventions by actors usually outside the processes of technological policy 
making or development and deployment cannot be ruled out. The recent experience of the National 
DNA Database (NDNAD) in the UK, with the European Court ruling it a disproportionate measure 
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within a democracy, illustrates that checks and balances can be brought to bear against blanket 
approaches to technological interventions into public security issues.  

However, relying on the European Court as an arbiter of policy is arguably a poor reflection on the 
democratic processes underpinning the EU and its member states in making policy. A suggested 
reason noted in the discussions of the workshop was that the database was allowed to proceed as it 
did may be linked to the fact that little or no dialogue or views outside of the police force in the UK 
were incorporated during its development and deployment. The mantra of its utility in crime 
solution was often the only view represented. The drive towards making the database more 
effective and efficient by seeking to capture ever-more citizen’s DNA was likewise a policy 
development with little dialogue or consensus building and the eventual clamouring within media 
and policy circles in the UK led to the legal challenges that eventually resulted in its proposed 
reform.  It is clear that rationales of efficiency, effectiveness or utility may not be sufficient on their 
own as rationales for policy. One of the aims of the workshop then will be to identify other concerns 
that should be considered in technological related policy making in the area of Security, especially as 
these link to issues of Individual Identity. 

It is often in terms of the discourse surrounding security issues that identity equates to identification 
and hence then is in contrast or even opposition to privacy, or more correctly data protection 
legislation that seeks to protect individuals from unwanted and unwarranted intrusions into their 
lives. That these intrusions are often based on individual identity does then warrant further 
extended discussions and exploration. Likewise issues of balance, between matters of public security 
and individual rights and to what extent particular intrusions are proportional or not are repeatedly 
suggested as being key issues within security and detection deployments. Often though debates on 
these issues within literature and policy discourses is couched in oppositional, either-or terms, in 
that one area must give way to the other.  

Recent losses of personal information from databases have begun to highlight for individuals the 
threats associated with data being compromised.8 This has for example led to increased awareness 
of crimes such as identity theft reflects in tandem points made earlier concerning the increasing 
importance of virtual identities for individuals in the performance of activities and access to services.  
One of the fundamental rights of citizens within the EU is the right to privacy. Legal documents in 
the EU enshrine this right to privacy in relation to different means and from various technologies.9 
Yet the notion of a private life or privacy is as much a social and ethical construct as it is a legal one. 
What is meant by this is that privacy is a relatively fluid conception and one which is subjected to 
ongoing negotiations and contestations as to what constitutes a ‘private’ life or space. This process 
of negotiation has been enmeshed within debates arising out the development and application of 
new technologies. The visible signs of this can be seen in the regulatory patchwork and official 
documents framing data protection legislation as well as the shifting discourse of privacy versus 
security in light of recent terrorist threats and attacks.  
 
Within at least some European member states privacy has as such emerged as an increasingly 
important element to an individual’s identity.10 This often from the point of view of regulation has 
manifested itself in policy through the enforcement of data protection regulations.11 This is reflected 

                                                           
8 ‘Brown apologises for records loss’ BBC News, 21 November 2007 
9 Most importantly the 1995 Directive 95/46/EC on the protection of personal data 
10 This growing concern over issues of privacy has also been stressd by others. See for example Smith, Milberg and Burke (1996) 

“Information Privacy: Measuring Individuals' Concerns About Organizational Practices” MIS Quarterly, 20(2) 
11 Bennett ‘Regulating Privacy: Data Protection and Public Policy in Europe and the United States’ (1992] 



~ 18 ~ 

 

in the importance of informational privacy within political contexts in the EU.12  The right to ‘be left 
alone’ is attributed to the 1890 article by Warren and Brandeis which itself was a response to 
changes in media, reflected by journalism and new developments associated with photography.13 In 
essence the concerns expressed were the ways in which new technologies were rendering intimate 
details of private identities knowable in public settings.   Important is the observation that such 
drives occur within society as a result of technological developments. Whereas it was photography 
in the 1890s or networked information systems in the 1990s legal responses have attempted to 
shape and reflect societal and individual concerns about what is public, what is private and what is 
acceptable or not in terms of intrusions.  
 
It is also a feature of privacy discourses that the notion of personal space has been subject to 
revisions as a result of technological and social development.14 As such a personal space as we might 
conceive of it currently may refer not only to geographical spaces (for example legal restrictions on 
unauthorised access to one’s home) but also as well to the personal spaces associated with the body 
or bodily functions (the ‘naked’ scanner controversy illustrates these notions of privacy). Increasingly 
it is also about virtual spaces where identity may only be constructed through projection of and 
collection of data on multiple digital identities.15  The articulation of concerns over these aspects of 
privacy within the EU can be seen in article 8 within the Convention for the Protocol of Human 
Rights and Fundamental Freedoms echoing sentiments expressed in Article XII of the International 
Declaration of Fundamental Human Rights. Both reaffirmed the right to a private family life with 
article 8 extending this to communication except in instances such as the ensuring of security, 
economic well-being or national interest of the state which is reasonable and not arbitrary. Similarly 
the convention raises the protection of personal information to the status of it being a fundamental 
right.   
 
Important in the context of the discussions on the areas with which the RISE project is focused and a 
features of presentations and discussions in the workshop, that of European homeland security it is 
apparent that the justification of ensuring security and the public interest is often used to trump 
discussions on privacy, balance and proportionality. However while the right to privacy is often seen 
as a fundamental element of citizenship it must be placed against the argument that modern states, 
including supra-national ones such as the EU are only possible in many ways through the collection 
of data on citizens. As a historical example of this the operation of the welfare state system across 
Europe brought with it a need for information on citizens to determine entitlements, to deliver 
effective services as well as to assist in their administration.  As Lyons has argued modern societies 
are surveillance societies due to the fact that data on citizens is often a prerequisite for the 
organisation and implementation of many activities of the state.16  
 
Given the conflicts between issues of privacy and security the notion of balancing interests and 
rights versus duties is of obvious importance. This is also linked with the notion of proportionality. 
Mr Snijder in his presentation highlighted the recent decision of the European Court of Human 
Rights in the Marper case as offering some insights into what the court considers a legal 
interpretation of balance and proportionality in the context of a security deployment of a particular 
technology and system. The Marper case decided on the legality of the UK National DNA database 

                                                           
12 Clarke “Introduction to Dataveillance and Information Privacy” (1999]; Turkington “Legacy of the Warren and Brandeis article: the 

emerging unencumbered Constitutional right to informational privacy” (1990) 
13 Warren & Brandeis “The Right to Privacy” Harvard Law Review, December 1890 
14 Friedman “Privacy and Technology” Social Philosophy & Policy, Volume 17, 2000; Bennett “Visions of Privacy” (1999)  
15 Windley “Digital identity” (2005); Lyon (eds) “Surveillance as Social Sorting” (2003) 
16 Lyon (eds) “Surveillance as Social Sorting” (2003); Lyon “Surveillance Studies: An Overview” (2007) 
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during a challenge brought by two individuals, who had been arrested, but were never charged or 
convicted with any offences. Prior to Marper the UK database operated on the basis that any contact 
with the police in terms of an arrest required that DNA samples be taken. These would not be 
removed even if the individual’s concerned were later found to be innocent of any crime. This clearly 
led to an exponential growth in the size of the database and best estimates at the time of the case 
put the size of the database at just under 5,000,000 samples.  
 
While the case expressly was deciding on the legitimacy of retaining the samples of innocent people 
within a criminal identification database, it was explicit in stating its objection to poorly defined 
scope and purposes in security contexts and the use of technologies, 
 
‘The Court agrees with the applicants that at least the first of these purposes is worded in rather 
general terms and may give rise to extensive interpretation. It reiterates that it is as essential, in 
this context, as in telephone tapping, secret surveillance and covert intelligence-gathering, to have 
clear, detailed rules governing the scope and application of measures, as well as minimum 
safeguards concerning, inter alia, duration, storage, usage, access of third parties, procedures for 
preserving the integrity and confidentiality of data and procedures for its destruction, thus 
providing sufficient guarantees against the risk of abuse and arbitrariness’ [Emphasis Original]17 
 
Likewise the court added that 
 
‘An interference will be considered “necessary in a democratic society” for a legitimate aim if it 
answers a “pressing social need” and, in particular, if it is proportionate to the legitimate aim 
pursued and if the reasons adduced by the national authorities to justify it are "relevant and 
sufficient". While it is for the national authorities to make the initial assessment in all these respects, 
the final evaluation of whether the interference is necessary remains subject to review by the Court 
for conformity with the requirements of the Convention’18 
 
It is clear from these statements that the ECHR considers itself to be arbiter in deciding balance and 
proportionality in security issues. It is welcome that the Court represents a last resort in deciding 
whether blanket approaches to dealing with security issues is reasonable or not. Yet the examination 
of a number of case studies would suggest that blanket approaches, or untested technological 
interventions and systems remain favoured in policy circles in the EU and its member states for 
resolving perceived security challenges and dealing with risks and threats. Whether the Marper case 
represents a one-off excursion by the court in dealing with deployments or will constitute a starting 
point for a review of other systems remains to be seen. Discussants noted that it might be expected 
that Marper will have a number of ramifications for security related policies in tandem with new 
powers being enshrined post-Lisbon in the EU. 

Technological Case Studies: Illustrations of Problematic Identities 
The case studies presented below are offered in demonstrating a number of current and proposed 
deployments related to the use of individual identity in homeland security contexts, both at the 
European level and member state level. They are both existing deployments (which are being further 
expanded in some cases or being refined with the introduction of new technologies) as well as 
proposed new developments utilizing advances in security and detection technologies. The case 
studies also reflect approaches to individual identity which are broad and narrow, or indeed even 
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combine both approaches through a variety of technologies and procedures within systems. Each 
also highlights some problematic aspects of individual identity in relation to public resistance, policy 
oversight from other regulatory actors and tensions between fundamental rights in the EU and the 
stated goals and methods of operation for particular systems. These case studies emerged during 
the course of the discussions during the workshop when participants or speakers highlighted them 
as examples of the types of policies where Individual Identity is a key issue. 

 

The Schiphol Body Scanner 

The Schiphol body scanner refers to a device which can determine body contours utilizing millimeter 
wave reflection technology. The devices were first introduced into the airport in 2007 on a voluntary 
basis with passengers electing to submit to the scan in lieu of pat-down searches. The technology 
differs from the Security Scan which is operated by border officials and is an x-ray based technology 
designed to reveal whether individuals have swallowed objects for example. The body scan in 
contrast is a set of technologies designed to reveal whether an individual is carrying objects within 
their clothes or underneath their clothing. The technology’s advantage it is claimed is that instead of 
metal detectors the body scanner can detect a wider variety of objects, whether these are wood, 
plastic etc and so on. A further advantage that is proposed for the technology is that it is also less 
physically intrusive for individuals as rather than being patted down by airport staff the scanner can 
perform the same task, more effectively, in a less obtrusive manner. 

According to the airport authorities the scanners were well received with a sizable proportion of 
passengers voluntarily electing to use them, although this has not been independently empirically 
verified. By 2009 14 of the scanners were in place at the airport. Wider implementation of the 
scanners was in 2009 dealt a blow however when the European Parliament voted against its wider 
deployment citing serious concerns over the scanner’s impact on privacy and importantly on human 
dignity. Despite this the Dutch authorities began collecting fingerprints from the 21st September 
2009. 

However the attempting bombing of a flight into Detroit in Christmas 2009 has apparently lent 
strength to calls for its implementation, with the scanners becoming mandatory for all US bound 
flights departing from Amsterdam. This was due to the particular circumstances involved in the 
attempted bombing which involved a form of explosives being woven into the would-be bomber’s 
underwear. It was suggested by the Dutch authorities that perhaps if the scanner had been used 
there would have been a chance that this would have been detected. 

The Schiphol 'Body Scanner' is an example that clearly illustrates the inherent risks in not engaging in 
multi-stakeholder dialog in technology deployment and the critical failure to communicate clearly 
and widely the benefits and risks of the proposed technology. In this instance despite there being 
supposed evidence that the technology was received well by the limited numbers exposed to it 
during its trial, its reception at the European Parliament was not matched in either enthusiasm or 
support. Indeed the issues that were pointed out with the technology by Parliament would have 
been apparent with even a cursory appreciation of the wider cultural contexts attached to the idea 
of ‘naked’ bodies outside of the very specific settings of Amsterdam, Schiphol airport and perhaps 
the Netherlands more generally. 

The fact that no one involved in the development of the technology had apparently paid attention to 
this potential issues of how the technology would impact on notions of Identity - in this instance, the 
perception of being seen 'naked' - highlights the need for dialog which this workshop proposes to 
support and develop.  The body is inherently linked for many Europeans, at least judging by 
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objections to the scanner with individual identity. Here the proposition that security or airport 
personnel would have access to ‘naked’ images was seen as a grave violation of human dignity and 
privacy. However the counterpoint is that arguably for some individuals the intrusion of being 
physically searched by a stranger may be viewed as a more serious intrusion. Ultimately the lack of 
empirical evidence outside of the rhetoric of those for or opposed to the scans would appear to 
weaken the views of either side. 

The current almost knee-jerk reaction to force the introduction of the scanners by the Dutch 
authorities in Schiphol and more widely in Europe after the attempted Christmas day airplane 
bombing is also of concern given the points above.  The rhetoric emerging in the light of this case, in 
that the scanners as a matter of urgent public security be introduced risks yet again polarising a 
debate on the introduction of technologies. Given that the Dutch foreign minister herself admitted 
that the scanners may not have helped in the case illustrates the similar flawed reasoning as the 
Home Office minister admitting under questioning that the National ID card would not have 
prevented the London bombings in 2005 as the bombers were UK citizens, or home-grown terrorists. 

 

EURODAC , Schengen Information System, SIS2 

The idea of a borderless European area took root in the mid-1980s as an intergovernmental effort 
outside the framework of the European Union; it was followed by the Treaty of Amsterdam in 1997 
which formally transferred all previous intergovernmental work on Schengen issues into the EU 
framework. As a result, EU institutions gained a larger role in the decision-making processes relating 
to the development of the Schengen Area and the Schengen acquis, a body of laws that harmonizes 
the procedures and implementation of the rules governing the Schengen Area. 
 
In relation to the Schengen Area, 2 types of borders exist, the external and internal; the former are 
national borders that are crossed by any individual arriving from outside the Schengen Area, national 
immigration authorities conduct passport controls on all individuals attempting to cross these 
borders, the latter are those borders crossed by any individual arriving from another Schengen 
Member State. Passport controls are not conducted at internal borders, thus allowing for free 
movement within the Schengen Area, these terms apply for land, sea, and air borders.  Within the 
EU the removal of barriers for the operation of the common market was identified as presupposing a 
need for information as elements of a digital economy to be able to cross borders as easily as other 
goods and services. 19 The guarantee for individuals in exercising mobility within the Union also 
necessitates the sharing of data between member states.20 This is added to the need for data on 
individuals who travel which – while often located in security debates – are also related to issues of 
migration. It is clear though that there has been a ‘securitisation’ of these debates which has had 
implications on the rationale for data being collected, what types of data are collected and the uses 
to which they are put. 21 
 
Following the September 11 attacks, migration procedures have been increasingly (mis-) used as 
tools for combating terrorism, and there has likewise been a trend that migrants from developing 
countries are increasingly trying to actively avoid biometric enrolment.  A biometric indicator is any 
human physical or biological feature that can be measured and used for the purpose of automated 
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or semi-automated identification. Such features can be categorised as physiological (e.g. height, 
weight, face, iris or retina.) or behavioural (e.g. voice, signature or keystroke sequence).  Some 
biometric features are persistent over time while others change; Biometric identification uses 
biometric features to identify human beings. Biometrics link a stored identity to the physical person 
this represents, and since a person’s biometric features are a part of his or her body, they will always 
be with that person wherever he/she goes and are present to prove his or her identity.  The 
technologies may be used in three ways: (a) to verify that people are who they claim to be, (b) to 
discover the identity of unknown people, and (c) to screen people against a watch-list.22 
 
The topic of biometrics is not a new one for the European institutions. The European Council of 
Thessaloniki (June 2003) agreed proceed with biometric identifiers in third country nationals’ visas 
and citizens’ passports. It proposed to introduce biometric data into travel documents in order to 
improve the accuracy of identification and make travel documents more secure against 
counterfeiting. 
 
Within the European agenda, five proposals from EU institutions constituted the platform for the 
introduction of biometric identifiers: 
 

1. 24 September 2003: Proposal for a Council regulation amending (EC) 1683/95 (uniform 
format for VISA) and (EC) 1030/02 (uniform format for residence permits) 

2. 8 June 2004: Council decision (2004/512/EC) establishing the VISA Information System 
(VIS) 

3. 13 December 2004: Council regulation (EC) 2252/2004 on standards for security features 
and biometrics in passports and travel documents issued by Member States 

4. 28 December 2004: Proposal for a Regulation of the European Parliament and of the 
Council concerning the Visa Information System (VIS) and the exchange of data between Member 
States on short stay-visas, COM(2004) 835 final; 

5. 28 February 2005: Commission decision C (2005) 409 laying down the technical 
specifications on the standards for security features and biometrics in passports and travel 
documents issued by Member States23. 
 
The European Union has proposed plans to adopt the use of biometric systems at its various land, 
sea and air borders in order to monitor all non-EU nationals admitted to the Schengen zone, starting 
from 2015.  All third country nationals who need a visa to enter EU territory are registered in the 
Visa Information System (VIS). Name, address, occupation as well as visa-application history, 
biometric photograph and fingerprints are stored and available for immigration and law 
enforcement purposes.24 The fingerprints captured are used only for the purpose of assisting the 
asylum procedure, and no additional personal details are attached. A number of policies have also 
ensued since, following the rising levels of irregular migration and increased numbers of asylum 
seekers; with tremendous support being rendered for a uniform surveillance system aimed at 
making Europe's border tighter and even more secure. However increasingly the calls have been 
made that the database is a legitimate resource in crime detection and prevention and like other 
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systems has seen calls for a wider range of potential uses to be allowed from the system, in 
particular in potential subsequent iterations of the system. 
 
Also implemented is the Schengen Information System (SIS), which contains nearly a million entries 
on wanted persons, the majority of whom are persons who should be denied entry to the Schengen 
area, SIS (as well as national databases in member states) is consulted not only during the visa 
application procedure but again at the border post itself. SIS also contains records of objects and 
goods and again is under the same pressures to be utilised by law enforcement bodies as a means of 
supplementing other databases in crime detection, prevention and solution. Also recommended to 
be set up is an automated border control system enabling the automated verification of a traveller’s 
identity based on biometric technology as well as ETA; the Electronic Travel Authorisation System. 
Such a system would assist in determining how many third country nationals overstay their visas. 
 
A European fingerprint database, (EURODAC), was proposed for identifying asylum seekers and 
irregular border-crossers; where those over the age of 14 would have their fingerprints taken as a 
matter of European Community law. These are then sent in digitally to a central unit at the European 
Commission, and automatically checked against other prints on the database. This enables 
authorities to determine whether asylum seekers have already applied for asylum in another EU 
Member State or have illegally transited through another EU Member State ("principle of first 
contact"). Fingerprints are used only for the purpose of assisting the asylum procedure, and no 
additional personal details are attached. The prints of asylum seekers are stored for a maximum of 
ten years and automatically erased after this time or at once if a candidate is granted citizenship in a 
Member State, they are stored only for two years if they concern an illegal entry. Concerns were 
expressed at the time by the EDPS that the age limit of 14 made no sense outside of a solely 
technical one in that this age represents only when a biometric can be reliable taken and has no 
basis in legal, cultural, social or political mores in the manner in which minors should be treated. 
Likeiwse the EDPS has continually expressed reservations about proposed access for law 
enforcement bodies such as Europol to the Eurodac system. 
 
All EU Member States (25 Member States) plus three additional European countries: Norway, 
Iceland and Switzerland, currently participate in the scheme, except Denmark. In 2006, EURODAC 
stored 25,162 fingerprints of people who were detected crossing borders irregularly. Data collected 
at national level indicate that more than 75% of the illegal immigrants that were apprehended on 
the territory of Member States in 2006 were from third countries where visas to visit the EU are 
required. It is therefore likely that most over-stayers originate from these third countries. 
 
Each of these systems illustrates potentially how systems are evolving and taking shape in terms of 
expansion in their potential uses. While thus far the principal targets have been third country 
nationals, SIS2 and the proposed entry/exit system will begin including European citizens as 
identities necessitating entry onto the databases being created.  

UK National ID Card 

The introduction of a national ID card has been a source of considerable controversy since it was first 
introduced in 2008. Despite national reservations the card has however been rolled out to particular 
visa categories for individuals visiting the UK. The card includes biometric data. At the end of 2009 
the card was also offered on a voluntary basis within the Greater Manchester area. A key 
component of recent UK policy initiatives dealing with security has been the embracing of biometric 
technologies as a method of ensuring the effective implementation of operations and procedures. 
Biometric technologies indeed in the UK, and elsewhere, have been associated with the attainment 
of a diverse set of goals, including not only the securing of borders, but the combating of welfare 
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fraud and securing spaces such as hospitals from unauthorised access as examples.  As such it should 
also be noted that while biometrics are often framed in terms of a security discourse this is not their 
only potential deployment. As a mean of universal single method of identification commercial as 
well as governmental usages are envisioned.  

Recently the biometric national ID card has been launched as a key measure in securing the borders 
of the UK. The initial roll out of the card has targeted foreign students and asylum seekers as being 
the principal users. It is expected that by December 2009 75,000 or so of these new cards will have 
been issued across the UK. One way in which to view this initial deployment is to see it as a 
preamble and pilot test of a universal roll-out of what remains a controversial item in the 
government’s agenda for securing the UK’s borders. Indeed a further scheme has already been 
planned with a number of ‘beacon’ areas identified, including for example, Manchester, where 
biometric ID cards will be issued to the general public. However these roll-outs of the biometric 
national ID card will remain voluntary in nature as opposed to the compulsory aspects of the current 
system. The Home Office has already entered into discussions with businesses, banks and other 
agencies in the region of Manchester in order to ensure that the cards can be used in lieu of 
traditional methods of identification in gaining access to such services as opening a bank account. It 
is unclear outside of the border requirements, and the requirements on UK universities to record the 
use of a biometric ID card whether for the users current enrolled wider use of the card has been 
possible. 

 The degree to which the roll-out of a biometric national ID card is controversial remains largely 
untested and unverified. This is because arguably there has been no engagement with or even 
empirical based research originating from a social scientific framework (and even limited work 
within industry and government) detailing and examining individuals’ experiences of being users of 
biometric based technologies.  Nor has there been a sustained and meaningful interaction and 
engagement with the public about the subject of biometric technologies. Indeed it is not an unfair 
characterisation to see the debate on biometrics as an essentially polarised one, between often but 
not always, government and technology proponents on the one hand and pressure groups and 
privacy or other rights related NGOs on the other. The fact that neither can draw on a definite 
evidence base to support their claims with reference to the public should be, and is, a matter of 
concern.  

Recently however and in light of the dramatic and severe cuts in budgetary expenditure required in 
the UK it has become unclear whether a rollout of the card will occur on a national level. Given the 
upcoming general election which must take place before July 2010, and the fact that the 
Conservatives, who lead in polls currently have suggested that they will scrap the scheme in the 
public interest suggests that the idea of an identity card in the UK still has a way to go in terms of 
becoming publically or politically acceptable.  

 

Dutch Passport 

The introduction of a new passport by the Dutch authorities has unlike for the most part the 
contentious UK ID card been accompanied by relatively little public opposition or debates to the 
move. Considering the outline of the purposes to which identity is often used the Dutch passport 
presents a rather emblematic case of what might be called in-built purpose and function creep 
attached to the development of particular and certain identity documents.  The new Dutch passport 
was approved by the Netherlands Senate on June 19th 2009 and is itself based on European 
Regulation 2252/2004. 
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The passport will include biometric data (face + 2 fingers + 2 extra fingers) which then will be stored 
as part of the central public administration database. The purpose of the database is to prevent and 
combat fraud involving travel documents and the abuse of travel documents (e.g. duplicate check). 
The database will also be used for identifying the victims of catastrophes and accidents (i.e. 1-to-
many searches). The database will also be used for investigating and prosecuting criminal acts. 
Finally the database will be used in investigating actions posing a threat to the security of the State 
and other important interests of one or more countries of the Kingdom or the security of powers 
friendly to the Kingdom. 

As can be seen the new Dutch passport combines both broad and narrow approaches and 
amalgamates a number of uses of identity within it. The final use outlined for the database 
containing biometrics and personal information is perhaps the one with the widest potential scope 
of possible uses by a variety of actors. Furthermore the database issue is also compounded in that 
access to database is defined in very loose terms. In this regards access to the database can be 
obtained by a General Administrative Order which means that access is not governed potentially by 
democratic bodies in the Netherlands. Furthermore access to the database is wide in scope in terms 
of potential actors, being in the act, “government entities, where the issuance of the information is 
essential to the carrying out of their duties, or institutions and persons having a justified interest, as 
regards the performing of a legal obligation of identification, in the issuance of information 
contained in the travel document registers”. 

This would suggest that the database is in some ways being perceived as being a wide ranging and 
useful form of identity resource with virtually no limitations being placed on the manner in which it 
might potentially be used in the future.  As noted and in contrast with the case of the UK it would 
appear that little debate has taken place or opposition expressed by the Dutch public in relation to 
the database. One divergence which is prominent between the Dutch and the UK examples is the 
prevalence of citizens’ concern over issues related to privacy and data protection. Within the UK as 
described in the section on the UK identity card, concerns over privacy are at very high levels. In the 
Dutch context Peter Hustinx the European Data Protection Supervisor has called the decline in Dutch 
citizens’ being concerned with privacy from 55% to 35% in recent surveys as perhaps indicative of a 
certain naivety in relation to privacy and data protection issues. Whether or not this observation is a 
valid one or not it is clear though those different societal expectations are interacting with one 
another in terms of how a national biometric and identification database is viewed. 

In the case of the Dutch passport this difference can partly be seen in the objections lodged by the 
Dutch data protection authority and the manner in which this has been reacted to.  Their objections 
have centred on the wide scope of potential uses suggesting that function creep would almost be 
inevitable given the criteria set out for the use and access to the database. Likewise the claim is 
made that the proposed database and legislation framing it does nothing to limit uses and abuses of 
the database due to the fact that the scope of it is so broad. The Dutch DPA also strongly contended 
that the Act does not comply with Article 8 of the European Charter of Fundamental Rights and that 
that authorities had conducted no research or consultation with other actors in dealing with 
substantive problems. These included the unknown consequences of using a large scale biometric 
deployment with so many individuals being involved as well as dealing with objections to the 
dangers of abuse, improper use and unforeseen use. Given that the Dutch DPA made such 
objections in 2007 and that little changes were made to the act in the intervening period it can be 
assumed for the most part that it was ignored in the run-up to the implementation of the act and 
the roll-out of the system. 



~ 26 ~ 

 

There are clear parallels here as well with the case of the UK DNA database where recommendations 
from a privacy perspective were ignored by the police and government until the issue was forced by 
the European Court of Human Rights. Indeed it could be argued that the Dutch Passport Act might 
likewise fall afoul of the same reasoning applied in the Marper case in relation to the UK National 
DNA database. Importantly for the purposes of the Dutch case, while the focus on reporting of the 
Marper case has been on its implications for the retention of DNA samples the Court also decided on 
the related issue of fingerprints being retained. The judgement of the Court in Marper may also have 
relevance for any other European schemes introduced along these lines. 

Conclusions and Discussion 
Identity remains a complex, contested and often controversial topic when it interacts with new 
technological innovations and deployments within security contexts. Within this report a synthesis 
of how identity relates to and is used by technology, and how identity through technology is in turn 
utilised for a variety of purposes has been explored.  

This itself was clearly reflected in what was a lively and animated discussion among the participants 
of the workshop as well as the diverse approaches and themes captured in the presentations by 
invited speakers. This report has attempted to synthesise these key themes in a manner which 
captures the wide range of views that characterised the workshop. 

In terms of conclusions from the workshop a number of important themes and issues can be listed, 
which also point towards a number of areas where recommendations for further discussions in the 
RISE project and with other actors and organisations could take place within the multi-stakeholder 
conference, 

1. The variety of definitions and meanings of Identity. 

From both the presentations and the discussions it was clear from the workshop that the definitions 
and meanings of identity represent a complex area. Flowing from this was the concern that within 
many policies and proposed technological deployments identity is loosely defined, articulated or not 
explored in how these might impact on individuals.  

2. The varied purposes and functions of Identity. 

Often as well as discussed in relation to case studies identity was too loosely defined, or seen as 
being the panacea to an unrealistic amount of problems. It was felt that as such discussions about 
Individual Identity should be central to future and ongoing policy making dialogs and decisions. 
While it was clear from discussions in the workshop that proof of identity could be useful for 
individuals, in accessing a service or determining entitlements, mission and function creep was a 
recurring aspect of the uses of identity within policies. This function and mission creep was in turn 
often linked to increased technological capabilities as opposed to any pressing social or political 
need. This again was seen to reflect the closed nature of policy dialogs in this area with a lack of 
balance to overly technical advice. 

3. The division between Identity and Identity Polices and the use of technologies. 

It was clear that much commentary was concerned with how Individual Identity was the target of 
what might be called identity policies. Further to this was the observation during the discussions that 
blanket approaches and ill-defined policy goals, such as the Dutch passport act, appeared to be more 
often than not solely as a result of perceived technological capabilities in doing 'things'. As such 
fingerprints may be taken from under 16 year olds for the purposes of biometric identification but 
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doing this has absolutely no purpose in many of the legal systems in the EU in terms of asylum 
seekers for example.  

4. The historical social, cultural and political contexts of Individual Identity and Identification. 

It was also concluded from the discussions that a dialog and awareness of the historical contexts of 
identity policies and identification were important aspects of the debate often neglected. While it is 
not uncommon for new technologies, such as biometrics, to be seen as a some kind of universal 
solution to a wide variety of issues, history informs us that such concerns have been a recurring 
theme in European history. In other words technologies may have changed but the raison d'etre for 
identity policies using these technologies has continual antecedents.  

5. The current social, cultural and political contexts of Individual Identity and Identification 

Linked to the historical concerns it was highlighted during the workshop the need to place 
developments within the same contexts that history illuminated in terms of the wider social, political 
and cultural developments that are framing Individual Identity in new policies. It was noted that 
injecting consideration of these types of issues into policy would be a central element to making 
such policies more democratically accountable, more transparent and ultimately more balanced in 
taking cognisance of wider issues as opposed to technical efficiencies to be gained   

In conclusion participants, partners and invited speakers suggested that contributions to the multi-
stakeholder conference on the issues of Individual Identity should focus on the areas that were 
raised during the presentations and discussions. Such would represent positive steps towards 
contribution towards an agenda of opening up dialog on security and detection technologies and 
their implementations within policies in the EU. 
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AGENDA 
 

Framework and Objectives of the Workshop 

The structure for the workshop will be for three sessions over the course of one and a half days. 

The format of the workshop follows the general objectives and aims for the RISE project. It aims to 

contribute to the international conferences forming the key outputs of the project and shaping the 

format of the multi-stakeholder conference noted above. Added to this the workshops are meant to 

foster dialogue and allow for participants to discuss challenges and issues while being free of the 

constraints of more official channels of dialogue. The intention is to create a ‘safe’ environment for 

the free exchange of ideas, the fostering of dialogue and the support of transnational and 

international responses to some of the challenges associated with, border control, migration and co-

operation between national actors on issues related to the management of individual identities.  

The workshop will also examine the implementation of security and detection technologies, such as 

biometrics at the ‘border’ in terms of the management of individual Identity. Areas of interest here 

will be developments in Schengen related systems, practices and operations. These include the 

implementation or proposed development and deployment of biometrics and other security and 

detection technologies. Related developments in exit-entry systems, the operation of EURODAC, 

policy packages and broader contexts (such as the Frattini package) dealing with border and related 

issues) are also of interest to the workshop. It will examine internal systems of Identity management 

such as Identity cards or systems determining Identity for entitlement to welfare . A further area to 

be examined during the workshop is the development of technologies designed to detect 

'suspicious' or 'threatening' identities on the basis of observed behaviour by technological devices.  

These include developments in 'soft' biometrics or other behavioural-based biometric devices. The 

use of profiling in terms of establishing identities is likewise an area to be explored by the workshop. 

The scope of the workshop will also include examining issues such as data protection and privacy, 

proportionality, efficiency, balancing and mediating citizen, state and other actor concerns and 

interests within technological policy. The intention of the workshop is to identify the critical issues 

for stakeholders and other actors, to identify potential common approaches and to suggest means 

of resolving contentious issues through making contributions to informed political decision-making. 

Participants are encouraged as invited stakeholders to make full use of the discussion space in order 

to identify issues of concern to them as well as engage in a constructive manner with issues as 

identified by other stakeholders during the course of the workshop. 

Borders, Trust and Citizens: Managing Identities in the EUs 

[This section does not represent the views of the project consortia but is provided as an example 

of some potential issues that might serve as a platform for discussion] 

The workshop’s focus is on Individual Identities and the management or interaction between these 

identities with technologies and policy within the EU. Establishing identities, verifying identities and 

the negotiations that take place around these processes at the ‘border’ or within the EU and 
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member states are significant elements of EU strategies. These processes can represent 

technological interventions in border control or other methods related to making the management 

of Europe’s borders more secure, efficient and responsive to the demands of an increasingly mobile 

world.  Moreover, processes of segregating and categorising citizens and sorting non-citizens in 

relation to entitlements to welfare, services or immigration are likewise features that the workshop 

proposes to examine and highlight key issues and challenges within. Taken together or individually 

these processes represent a complex phenomenon and to be seen to manage them effectively has 

emerged as a key policy, or manifesto, goal for governmental actors across the EU.  

The challenges involved in this area are multi-faceted and inter-linked. Also they are challenges, 

particularly in relation to identities at borders, where within the context of an enlarged (and 

potentially further enlarged) EU we see problems characterised by an inability of individual member 

states to resolve on their own challenges in this area. Recognition of this has been gradual within the 

EU and member states, yet recognition has not always been accompanied by consensus and 

agreement on the methods and means by which collective responses can be achieved.  This is, for 

the RISE project, further compounded by the need for multiple stakeholders to be involved and 

recognised within the policy decision-making process where Individual Identity is of concern within 

security settings and contexts.  

Often debates on security and technological policy related to the field are polarised. A crude 

representation of which might be extreme positions stating “Nothing to Hide, Nothing to Fear” from 

surveillance technologies designed to protect, as opposed to the countervailing argument that there 

is an increased emergence of an “Orwellian” surveillance state utilising these same technologies in 

an intrusive fashion. It can be argued that these extremes are unhelpful and unable to advance 

sound policy making. The continual expression of elements of these sentiments and positions can be 

regarded as reflective of a general lack of stakeholder involvement, of communicating clearly on 

technological policy and active engagement and dialog between stakeholders with interests in 

security policy, and issues of Identity. Further it can be said that this is especially true where 

proposed technological solutions have been mooted related to the policy areas where Individual 

Identity is an issue. The divergences in political, social, cultural and legal conceptualisations and uses 

of technologies are reflections of the inherent diversity within the EU and its member states. And 

this is, in turn, reflected in the manner in which technologies are perceived and received by citizens 

as well as by stakeholders.  

This human element to technological reception is a critical element related to the issue of whether 

policies will be successful and this is even truer when technologies are focused on issues of Identity. 

Biometric technologies are a prime example, given the manner in which they position identity in 

relation to the body which touches on sensitive issues for citizens and non-citizens in the manner in 

which they relate to the technologies. Other technologies related to security and Individual Identity 

may likewise be charactersied by particular historical connotations. Fingerprinting for example with 

its long association with criminal investigations may be perceived negatively in some instances in its 

transition to other forms of identity management. DNA likewise as a biometric is bound up in 

controversial links with long standing debates in biology, even though its use in criminal 

investigations is spreading, and indeed a recently launched pilot project by the UK Border's Agency 

on determining ethnicity and country of origin, as well as its established use in determining the 
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veracity of family's relative's claims remains to be explored in detail. Defining common approaches 

to technology policy in this area, across all member states and with recognition of non-EU citizen’s 

and stakeholders responses and initiatives on such technologies is a difficult yet fundamentally 

necessary task. 

Inherent tension in consensus-approaches to technological policy is itself recognised in many EU 

documents, often but not always associated with the presentation of a ‘European’ Identity.   More 

recently the emphasis has been on what common European ‘values’ can inform technological as well 

as other areas of policy.  The identification of common values, leading to consensus approaches is a 

critical element of multi-stakeholder involvement in the EU in terms of setting technology policy in 

relation to security. Dialogue on technology that is informed by national perspectives, EU needs and 

consensus building and the incorporation of perspectives is a central motivation for the workshop. 

The risks to successful policy implementations that are not formed from consensus building are 

readily apparent as evidenced by a number of examples. These include failures to adopt, failures in 

implementation, resistances to implementation in terms of technological deployment as well as 

resistances to policy initiatives separate from or linked with technological deployments. Such failures 

can lead to wasted uses of resources as well as perhaps more importantly a loss in trust and 

confidence in political actors’ ability to tackle issues and meet challenges in an effective manner. In 

this instance the accountability of political decision-makers can be called into question threatening 

the legitimacy of decisions taken to meet challenges that citizens and other stakeholders see as vital 

ones to be met.  Furthermore, other more drastic interventions by actors usually outside the 

processes of technological policy making or development and deployment cannot be ruled out. The 

recent experience of the National DNA Database (NDNAD) in the UK, with the European Court ruling 

it a disproportionate measure within a democracy, illustrates that checks and balances can be 

brought to bear against blanket approaches to technological interventions into public security issues.  

However, relying on the European Court as an arbiter of policy is arguably a poor reflection on the 

democratic processes underpinning the EU and its member states in making policy. A suggested 

reason that the database was allowed to proceed as it did may be linked to the fact that little or no 

dialogue or views outside of the police force in the UK were incorporated during its development 

and deployment. The mantra of its utility in crime solution was often the only view represented. The 

drive towards making the database more effective and efficient by seeking to capture ever-more 

citizen’s DNA was likewise a policy development with little dialogue or consensus building and the 

eventual clamouring within media and policy circles in the UK led to the legal challenges that 

eventually resulted in its proposed reform.  It is clear that rationales of efficiency, effectiveness or 

utility may not be sufficient on their own as rationales for policy. One of the aims of the workshop 

then will be to identify other concerns that should be considered in technological related policy 

making in the area of Security, especially as these link to issues of Individual Identity. 

The Schiphol 'Body Scanner' is another example that clearly illustrates the inherent risks in not 

engaging in multi-stakeholder dialog in technology deployment and the critical failure to 

communicate clearly and widely the benefits and risks of the proposed technology. In this instance 

despite there being evidence that the technology was received well by the limited numbers exposed 

to it during its trial, its reception at the European Commission was not matched in either enthusiasm 
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or support. Indeed, mention was made of its impact on human dignity and blocks on its wider 

deployment mooted. The fact that no one involved in the development of the technology had 

apparently paid attention to this potential issues of how the technology would impact on notions of 

Identity - in this instance, the perception of being seen 'naked' - highlights the need for dialog which 

this workshop proposes to support and develop.  Media reports on illegal crossings in the 

Mediterranean, legal as well as illegal migration into the EU, the management and treatment of 

particular types of individuals crossing borders (such as refugees), and security challenges at borders 

arising from threats associated with extremist movements illustrate that these issues are high profile 

and in the public 'eye'. This is an element which brings with it particular challenges for effective 

political decision-making.  

These examples illustrate the timeliness of engaging and fostering multi-stakeholder involvement in 

making contributions to technological policy making. The workshop aims to facilitate a holistic 

discussion of the issues and challenges involved in exploring the notion of Individual Identity in 

relation to security and associated technological policies.   

Workshop Sessions 

The workshop is divided into three thematic sessions attempting to clarify major policy areas where 

issues linked to Individual Identity are prevalent. The first session seeks to explore Individual Identity 

as it pertains to borders.  This section aims to explore the range of technologies being deployed to 

identify people, categorise citizens and non-citizens as well as to management Individual Identities 

through databases, systems or technologies as they interact with land, sea and air borders. More 

specifically, the session will explore the specific technologies and challenges associated with 

managing individual identities at borders, including for example biometric technologies, entry-exit 

systems as well as proposed technologies for the future including developments in new passport 

requirements. 

The second session will explore the notion of trust in relation to political decision-making in areas 

relevant to technological deployments and Individual Identity. It seeks to highlight critical issues, 

such as data protection, privacy, the right not to be 'identified' as well as identifying the issues that 

are involved in terms of proportionality and balance in technological deployments related to 

Individual Identity. It will explore issues which have the potential to damage citizen's trust in policy 

initiatives as well as how trust can be built. 

The third session seeks to frame important issues and challenges related to the risks associated with 

Individual Identities and technological policy dealing with identities. It will explore what potentially 

are the main threats to successful policy as viewed by stakeholders, citizens and others who are 

subject to technological interventions.  This section of the workshop will also seek to examine the 

contentious issues in policy making that must be considered. Furthermore it also aims to explore 

potential formats for stakeholder contributions to policy-making and suggest formats that this can 

take in the multi-stakeholder conference. 

A number of questions can illustrate the potential issues to be addressed, and can also serve as a 

starting point for discussions during the workshop itself, 
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1. What are the technological challenges in terms of development and deployment of security 

and detection technologies at borders? 

 

2. What are the technological challenges in terms of the development and deployment of 

systems that ‘join up’ borders in holistic approaches to Identity management? What are the 

ramifications for bi-lateral or multi-lateral agreements between the EU, member states and 

other international actors of these approaches? 

3. What types of identities are to be managed at the border? How are these categories 

developed? 

4. How are legitimate and illegitimate identities to be assessed at the border? 

5. What might be ‘best practice’ for Identity management? Is a holistic approach or blanket 

approaches to technological deployments realistic propositions? 

6. How are individuals without identities to be managed through the use of technologies? 

7. What are the current challenges facing technological approaches in managing identities? 

What are the non-technological challenges in this area? What is the current proposed role 

for technologies in meeting these challenges? What are the future challenges? And how will 

these be managed? 

8. How do technologies shape the possibilities of policy? How does policy constrain the 

possibilities of technologies? What are the tensions in these interactions? 

9. What is a realistic model of multi-stakeholder involvement at EU level in shaping 

technological policy? Are there models of development at member state level that should be 

promoted? Are there models of collaborative multi-stakeholder and multi-disciplinary 

involvement to be found within border settings, either solely or together? 

 

The workshop aims to explore responses to these question in terms of identifying stake-holder 

positions and approaches that will make for critical contributions to technological policy setting in 

the area. 
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Thursday 

 

1.30pm-2pm    Welcome and Registration 

2pm-2.15pm   Session Opening, 'Models of Policy Making', Dr. Paul McCarthy 

Session I- Identities at Borders 

2.15pm-2.45pm  Mr. Max Snieder, Director European Biometric Forum 

2.45pm-3.15pm  Mr. Mario Zadro 

3.15pm-3.45pm  Speaker 3 

3.45pm-4pm   Coffee Break 

4.pm-4.25pm   Prof. Emilio Mordini 

4.25pm-5.30pm  Panel Discussion 

 

7.30pm    Dinner 

 

Friday  

Session II- Trusted Identities and Trusting Policy 

10am-10.30am   Prof. Juliet Lodge 

10.30am-11am   Mr. Ray Nightingale  

11am-11.30am   Prof. Edgar Whitley 

11.30am-12pm   Coffee Break 

12pm-1.15pm   Panel Discussion 

 

1.15pm-2pm   Lunch 

 

Session III- Individual Identity, Technology and Policy: Risks, Issues and Challenges 

2pm-2.30pm   Franck Duportier 

2.30pm-3pm   Prof. Edward Higgs 
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3pm-3.30pm   Ms. Benedicte Havelange 

3.30pm-4pm   Coffee Break 

4pm-5.30pm   Concluding Discussion (Chaired by RISE partners) 

 

 

 

List of Participants   
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Ray Nightingale 
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Kristrun Gunnarsdottir 

Mark Cutter  

Rene von Schumberg 
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PRESENTATIONS 
 

 

Part1

Biometrics at EU Borders

RISE Workshop, Brussels. 5-6 November 2009
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Legal Base for EU Border Checks 

- Regulation (EC) No 562/2006 of 15 March 2006: the Schengen Borders Code (SBC)

- Complicating factor:

• Not all EU Member States apply the SBC (ex. UK)

• Some non-EU Member States do (ex. CH).

- Different entry/exit border control requirements for different nationalities

• EU nationals vs. non EU nationals

• art. 7 SBC

• TCN enjoying the right of free movement, TCNVH, TCNVE

- different procedures + different role of biometrics in the border control process

• identification, verification, authentication

• security, efficiency, convenience

RISE Workshop, Brussels. 5-6 November 2009

 

Types of „identities‟ at EU borders

- EU citizens

- Visa waiver

- Third Country Nationals (TCN‟s)

- Asylum seekers

- Diplomats

at airports:

- Schengen

- Non-Schengen

processing schemes at airports:

- Manual

- ABC

- RT

- Entry-Exit (TCN)

RISE Workshop, Brussels. 5-6 November 2009
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EU Border Control: EU COMM Initiatives and Definitions

Objective
Fight against illegal immigration balanced with border crossing facilitation

Means/schemes
– SIS (SIS II) – law enforcement (judicial orders)/watchlist

– VIS 

• to be fully operational at all border crossing points by 2013 – system should be 

online by Sept. 2010 – POSTPONED TWICE!)

• only for third country visa holders (TCNVH)(fingerprints)

– new technologies (BIOMETRICS) for more efficient border  management

RISE Workshop, Brussels. 5-6 November 2009

 

Entry-Exit architectue

RISE Workshop, Brussels. 5-6 November 2009

Member State

Connector 1

SISII

EES Interface services

Entry/exit

EEDB

RT

RTDB

Common Components

Member State

Connector 2

Member State

Connector 3

Member State

Connector n

Secure Network

VIS

BMS
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Part 2

Biometrics for Public Administrations 

Case study: The Dutch Passport Act

RISE Workshop, Brussels. 5-6 November 2009

 

“Dutch citizens naïve about their privacy”
(Peter Hustinx, EDPS)

- Dutch citizens having concerns about their privacy

decreased from 55% to 35%

- „nothing-to-hide‟ theory

- other EU member states: increase from 80% to 90% 

RISE Workshop, Brussels. 5-6 November 2009
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Case Study: Dutch Passport Act - 1 -
- approved by the Senate on June 19th 2009

- based on European Regulation 2252/2004

Biometric data (face + 2 fingers + 2 extra fingers) will be stored as part 

of the central public administration database

Purpose of the database
1 preventing and combating fraud involving travel documents and the abuse of

travel documents (e.g. duplicate check)

2 identifying the victims of catastrophes and accidents (1:n)

3 investigating and prosecuting criminal acts

4 investigating actions posing a threat to the security of the State and other

important interests of one or more countries of the Kingdom or the security of 

powers friendly to the Kingdom

RISE Workshop, Brussels. 5-6 November 2009

 

Case Study: Dutch Passport Act - 2

Access to personal information

- Issuance of personal information under the provisions of the above mentioned

purposes may be permitted to the following entities, as provided by a “General

Administrative Order”: 

- government entities, where the issuance of the information is essential to the

carrying out of their duties

- institutions and persons having a justified interest, as regards the performing of a 

legal obligation of identification, in the issuance of information contained in the 

travel document registers. 

Remark

A “General Administrative Order” doesn’t necessarily need to pass the Parliament or the 

Senate and thus might escape from a public debate

RISE Workshop, Brussels. 5-6 November 2009
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What does the Dutch DPA (CBP) say?

- the act does not comply with Article 8 of the ECHR

- alternatives are not discussed

- there is a risk of function creep and the Act does not exclude this

- due to technical shortcomings, large-scale application of biometrics has serious

consequences for a large number of citizens

- the infrastructural facilities needed internationally to exchange information present

security risks

- insufficient attention is given to the the consequences of a „break-in‟ of the  system

- insufficient analysis has been conducted intended to eliminate the objections

expressed at home and abroad regarding abuse, inproper and unforeseen use

“In view of the above, this Act is, in the opinion of the CBP, a serious infringement 

of privacy that is not justified by the aims to be achieved by the Act. The CBP 

calls for the Act to be reviewed.”

(source: CBP’s opinion March 30, 2007  -- ref. z2007-00010)

RISE Workshop, Brussels. 5-6 November 2009

 

Observations 1

„Marper‟
The Dutch government does not consider the Marper case as being relevant to the Dutch 

Passport Act. Indepedent experts do not share that opinion.

Information to the citizens
The offical communication of the Government doesn‟t mention the purpose of investigating 

and prosecuting criminal acts (www.paspoortinformatie.nl) 

Fingerprint collection has started 21st September 2009
Although the technical infrastructure has not been implemented yet and although the 3rd 

element  the law has not yet been enforced, the temporarily decentral storage of the four 

fingerprints (at 600 municipalities), has already been started although central storage was 

claimed to be more secure.

“Swipe search (1:n) not possible/aloud”
You can only do a request with the fingerprint if you also have a picture and the sex of the 

suspect in order to establish the identity of a silent suspect. The suspect needs to be 

physically present.

RISE Workshop, Brussels. 5-6 November 2009
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Observations 2

Independent audit on security
“There is no independent party which is supervising the security of the (de-) central 

traveldocuments administration” (source: Ministry of Internal Affaires).

Future extension of use
The State Secretary explicitly leaves future extension of the use of the central biometric 

database open to next generation of politiciens (source: Senate Debate of June 9th, 2009)

Citizens have no choice
The law combines two different purposes which citizens need to accept both when applying for 

a passport, although only one of the purposes is connected to the passport. Refusing the (de-) 

central storage means you will not get a passport.

RISE Workshop, Brussels. 5-6 November 2009

 

- Is the privacy of the Dutch citizens at stake?

- What existing guidelines/instruments can be used to support simmilar

decision making processes in other countries?

- What implications could the Marper case have on the Dutch Passport Act

once brought to court?

- What could/should be the role of the European Commission, the EDPS and

the European Parliament (now and after „Lisbon‟)?

Questions

RISE Workshop, Brussels. 5-6 November 2009
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Q&A

European Biometrics Group

to obtain official documentation and sources, please send a request to:

Max Snijder  - m.snijder@eubiometricsgroup.eu

www.eubiometricsgroup.eu

RISE Workshop, Brussels. 5-6 November 2009
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MODELS OF POLICY MAKING

Dr. Paul McCarthy

 

WHAT IS POLICY?

• A relatively open ended question?

• Policy as decisions, policy as processes?

• Policy as strategy, policy as tactics?

• A focus on specific issues? A holistic approach 

to general issues?

• Policy as pro-active, policy as re-active?

• Policy supported, policy contested?

• Policy as public, policy as private, institutional or 

organisational
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The Focus of Rise

• Multi-national multi-lateral dialog which is 

sustained and on going.

• A focus on the ethical issues arising out of 

developments in the field of Security. 

Technology and policy.

• Specific interest in developing dialog 

between the EU and Asia.

 

Sources of Policy

• In terms of public policy

– Member States

– EU, Commission and Parliament

– European Court of Human Rights

– Statutory, non-statutory regulatory bodies at 

different levels.

– Need to acknowledge the broad range of 

potential stakeholders influencing or 

influenced by these policy sources.
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Conflicts

• The above mentioned sources of policy are not often in 

unison, ranging from complete opposition through to 

hidden tensions!

• Arguably Security policy is an area where divisions are 

even more pronounced! Sources of policy are often 

bypassed, excluded (EDPS).

• If this is the case then the exclusion of stakeholders from 

the setting of policy is relatively easy to understand!

• How as a project can we encourage stakeholder 

involvement, and create a framework for dialog between 

the sources of policy relevant to security.

 

Tentative Suggestions

• 3 workshops, each with a report.

• What format for this report? Its objective? To set a 

template for participation and contribution to the multi-

stakeholder conference?

• Can we represent all views? What methods to use for 

those whose viewpoints are not represented, or are 

excluded.

• Should we only highlight consensus? If one can even be 

achieved, or report on conflicting views to the same 

degree
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Tentative Suggestions- II

• Using the report as a platform to generate 

stakeholder involvement in contribution to 

the conference.

• Utilising the conference as a sounding 

board to re/present stakeholder views on 

key issues.

• Report to be driven by seeking the views 

of stakeholders!
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The challenge of identity 
policies in a globalised 

world

Edgar A. Whitley 

and Gus Hosein
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Uses of ‘identity’

• Proof of identity

• Access to government services

• Combating terrorism

• Public administration

• Immigration control
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Identity cards or identity 
policies?

 

Choices

• About the kinds of technologies to use

• About the role of the private sector 

• About the balance between the rights and 
concerns of the citizen and those of 
government

• …
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Applications

 

1: Proving age

• Sita’s gone out with a group of 
friends after college. They’re 
all celebrating and Sita offers 
to buy a round. When she gets 
to the bar the barman asks for 
proof that she’s over 18. Sita 
laughs and says she’s 19, but 
the barman is new and 
demands proof of age. Sita 
digs in her bag and pulls out 
her identity card. She hands it 
over which confirms that she is 
in fact 19. As she puts the card 
back in her purse she is 
relieved that she no longer has 
to hand over documents with 
her address on them to prove 
her age.
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Minimal disclosure of data

• Can data on identity card be used to 
uniquely identify someone (e.g. allow 
access to their birth certificate)?

 

Technological alternatives exist

• Based around minimal disclosure

• E.g. Birch DGW (2009) Psychic ID: A 
blueprint for a modern national identity 
scheme Identity in the Information Society 
Open Access Journal Archived at 
http://dx.doi.org/10.1007/s12394-009-0014-
6
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2: Policing

• Match biometrics against record of 
unmatched crime scene prints

 

3: Immigration control
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Joined up government

• Requires correct list of, e.g. registered 
educational institutions

 

Why is this happening?
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Lack of understanding

• Trusted identification 

• Trusted authentication

• Relying parties

• Levels of risk

 

The implementation challenge

• Which biometrics?

• What kind of database?
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Explanations

• Policy laundering?

• The card cartel?

• Imaginary technologies?

• Limitations of legislative scrutiny of 
technological schemes?

 

Contact details

Dr Edgar A. Whitley
Department of Management

London School of Economics and Political 
Science

E.a.whitley@lse.ac.uk

http://personal.lse.ac.uk/whitley

http://identityproject.lse.ac.uk
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Change and Continuity in the Techniques and Technologies of Identification over the Second 

Christian Millennium 

Edward Higgs (History Department, University of Essex, UK) 

[Slide 1] 

My title today is, of course, a little joke – how could one possibly cover a millenium of history in a 

short presentation, and what could identification practitioners in the contemporary world find of 

interest in how people identified themselves in the 12th century, or under the Stuarts?   

I suppose my answer is that it is only by looking at long sweeps of history that we begin to see 

continuities and changes which place our own concerns and activities into some context, and 

challenge our own assumptions. Past techniques and technologies of identification have always been 

closely linked to the forms of social identity, and our own age is not unique in this respect.  I’m going 

to mainly talk about England today – it’s what I know, and trying to cover the whole world would be 

impossible. 

[Slide 2] 

We tend to assume that pre-modern societies were places of immobility, where people lived from 

cradle to grave in stable rural communities.  Then along comes modernity, industrialisation, 

urbanisation and mobility, and face to face forms of identification have to be replaced by more 

formal technologies. 

Actually all the evidence is that since at least the late 14th century Englishmen and women have 

moved about over their lifetimes as much as we do today, and for much the same reasons – work, 

love, and learning a trade.  Also, the period of the classic Industrial Revolution in England, say 1760 

to 1850, sees very few innovations in the techniques and technologies of identification.  Indeed, in 

England the period saw the decline in the use of many forms identification, despite this being a 

period of vast national and international population movements. 

[Slide 3] 

I am going to define ‘techniques and technologies of identification’ in a very broad manner, as those 

practices and artifacts that have been used to identify the person.   

Note here the use of the term ‘person’, which can mean both the individual human body and the 

different modes of being possible in a society.   The term ‘person’ after all comes from the Latin 

‘persona’, the mask worn by actors in a play.  On a day to day basis we all play lots of different roles, 

and how others recognize us playing those roles is socially determined. 

[Slide 4] 

I am going to talk today about identifying three different sorts of personality –  

The juridical person who can acquire and alienate property. 

The citizen who has rights and obligations within a political system. 
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And the deviant – the criminal or the foreign alien (the English have always tended to confound the 

two!). 

Historically in this country only the latter has usually been identified as, or via, the body.  The 

juridical person and the citizen have tended to be identified, or identified themselves, in very 

different ways.  Indeed, these personalities could do things through identifying themselves in wills, 

insurance documents, or pension forms, long after their bodies had actually ceased to exist. 

The series of performances create an authoritative identification, and can continue to do so over 

time and space, as long as society recognises these particular performances as valid, or that the 

power that created an authenticated identification continues to be recognised – try presenting an 

East German passport at Heathrow. 

[Slide 5] 

In fact what is identified is the not body but acceptable social performances – the use of a signature, 

for example.  Even the passport, that most ubiquitous form of identification, gets its power to act as 

a sign of identity through a whole process of social interactions – the provision of ‘proof’ to the state 

that one is who one says one is, processes of verification – the signature of a recommender on the 

back of the photograph, and the creation of the symbolic document, the actual passport, which is an 

act of state power that carries authority to other states.  The passport is, of course, a very special 

form of ID because of its limnal nature. 

Nor is the passport an inevitable reaction to population mobility – the 19th century saw vast global 

population movements but also a decline across Europe in the documentation required to travel.  

The rise of the passport in the early twentieth century reflected a change in the nature of the State – 

it became democratic; so English working class voters demanded limits to the immigration of foreign 

workers, especially Jews; and its survival depended on total mobilisation for war, so all foreigners 

were potential enemies. 

Personally I don’t think that mobility itself has much to do with the elaboration of forms of 

identification – much more important are the political structures within which that mobility takes 

place.  

[Slide 6] 

The idea of social forms, including techniques and technologies of identification, as performances 

that are conventionally accepted in a society is associated with the great Canadian sociologist Erving 

Goffman, especially in his The Presentation of Self in Everyday Life  of 1959.  Of course, Goffman’s 

ideas imply that methods for establishing identity have cultural meanings – they are not simple 

objects or actions.  This has important implications for how they are understood and perceived, as I 

hope to show today.  

I now want to look at the three sorts of personality I’ve outlined in a little more detail to see how the 

forms of identification specific to each constituted the identity of the person, or at least made 

certain assumptions about what that identity was.  I will start with the juridical person.  



~ 59 ~ 

 

[Slide 7] 

From the early medieval period permanent means of identifying the will of the juridical person were 

being developed, especially the use of the seal matrix to impress a wax seal on a document.  Seal 

matrices had the power to represent the personality of their possessors – they were not simple 

utilitarian objects.   

In the 12th century debates about the nature of the Eucharist developed the idea that reality was 

capable of being embodied through an iconic convention. Thus, the bread and wine were the body 

and blood of Christ - ‘to be like’ became ‘to be part of’.   As a result, the impression of the owner’s 

symbol in the wax of the seal could embody his person in the artifact – part of him was literally 

attached to the document.  After all the person was not the body, that source of all corruption that 

was merely a temporary vessel for the soul 

Seals could even speak in the first person with inscriptions such as TEGO SECRETA FRANGE L*EGE+ (‘I 

cover secrets.  Break *me and+ read’).   

[Slide 8] 

In the course of the late medieval  and early modern periods the seal was supplemented, and 

increasingly superseded by the signature – performance through the possession and use of an 

artefact gave way to a performance via the body.  These are the signatures of Guy Fawkes, who tried 

to blow up parliament and the King in 1605, before, during and after torture – a graphic 

representation, literally, of the disintegration of a personality. 

This shift cannot be ascribed to the replacement of one technique of identification by a more 

convenient one – in 1600 perhaps 10% of the population could sign their name but in 1400 perhaps 

40% of the male population, and some women, may have possessed a seal.  The signature was 

actually associated with a decline in the ability of large swathes of the population to identify 

themselves as juridical persons. 

So why might the ability to sign one’s name have replaced the use of the seal? It is possible that the 

ability of the seal to ‘embody’ the person declined in Reformation England along with the 

acceptance of other forms of embodiment, such as the Roman Catholic Church’s belief in 

transubstantiation.   The outward show of the sign was replaced by the signature that was supposed 

to reveal traits of character and penmanship – the inner man, rather than the outward show.  Some 

historians have seen this development in terms of the ‘importance progressively accorded to the 

singularity of the subject’, and the development of individualism from the sixteenth century 

onwards.  One might see this in terms of either the development of ‘possessive individualism’, or of 

the need of the state to individualise its subjects for the purposes of social control.  But this is all 

very speculative. 

[Slide 9] 

Today to identify ourselves as legal persons we have systems such as Chip and PIN, where we have 

not only to possess an object, the card, but be able to repeat the signature on the back, and also 

have some knowledge – the PIN number. Identity in some sense resides in computer data bases that 
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contains information about us – hence the possibility that our identity can be stolen.  Our identity 

resides in a sort of digital doppleganger that exists outside our direct control. 

The reason for this shift in England was not directly mobility but the development of a mass banking 

system.  Banks were worried that the clearing system based on paper cheques was about to 

collapse, and so needed to computerise the system, and introduce EPOS (electronic point of sale) 

systems. 

[Slide 10] 

The banks also wanted to introduce ATMs because the bank trade unions had restricted working 

hours, and the Wilson government was threatening to use the Post Office GIRO as a new personal 

banking system if the commercial banks did not improve services to their customers. 

Here is the comedian Reg Varney using the first British ATM at Barclay’s in 1967.  At first you used to 

have to present special pre-printed coupons to the machine, as here, but later card and PIN systems 

were introduced. The first personal identification number (PIN), derived from the first four digits of 

the army number of the AMT’s inventor, John Shepherd-Barron.  His wife told him she couldn’t 

remember more than four numbers at a  time.  

[Slide 11] 

Turning now to the citizen, or at least the person who can claim welfare rights.  Traditionally he or 

she has been identified through written documentation or through the community.  In England basic 

welfare rights were first elaborated in the Poor Laws of the 16th century, which mandated that each 

parish should raise a tax, the poor rate, for the relief of the poor of the parish.  To obtain relief, 

however, one had to prove that one had a ‘settlement’ in a parish, through birth, marriage, or 

having worked in  a place for a stipulated period.   

In order to prove that one had a settlement one either had to appeal to the personal knowledge of 

the elders of the community, refer to a baptismal return in a parish register (introduced in 1538 to 

settle property disputes and to provide means of ID), or produce a settlement certificate signed by a 

magistrate (a sort of Poor Law passport). 

[Slide 12] 

When welfare benefits started to be paid by the central state, starting with the introduction of old 

age pensions in  1908, the community was again called upon to identify the citizen. 

By the 1930s those claiming pensions from the Ministry of Pensions had to obtain a ‘Life Certificate’ 

proving their identity, which was to be attested by one of the people on this list. 

This ‘recommender’ system can still be seen in the requirement for someone of a particular rank to 

sign the back of a passport photograph.  

[Slide 13] 

Central documentation, such as the census returns, were also used to prove age and identity.  
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[Slide 14] 

Increasingly documentation, whether official or communal, came to replace the ‘recommender’ 

system – this is the list of documents accepted in contemporary benefits offices as a form of 

identification.  As with the juridical person, the identification of the citizen is increasingly through 

information systems that allow data sharing and data profiling.  

[Slide 15] 

On the other hand, the deviant in England has traditionally been identified through the body.  

Indeed the mutilation of the body was both punishment and identification – it marked out the body 

as a criminal body.  In a sense, that was all the outlaw was, a body to which no rights and obligations 

adhered, and on which the State could reek revenge.  The deviant was not really a person. 

This attitude to the body of the criminal goes back a long way – in the Classical world it was slaves 

that were branded or scarified.  In the Judaic and Christian world the body was the temple of the 

soul and not to be marked. 

Under the Old Poor Laws, the migrant poor, or ‘vagabonds’ were branded with a ‘V’, or burnt 

through the ear.  At the Old Bailey in London thieves and those found guilty of manslaughter were 

branded on the thumb, as in this etching of the 18th century.  

[Slide 16] 

Even more nasty forms of bodily marking were reserved for religious deviants as in the case of James 

Nailor the Quaker punished for blasphemy in 1656. Nailor had entered Bristol on a donkey on Palm 

Sunday with his followers crying, ‘Holy, Holy, Holy’, thus re-enacting Jesus’s entry into Jerusalem, 

and claiming that ‘Christ was in him’.  Here is Nailor being placed in the stock, bored through the 

tongue with a hot iron, and branded on the forehead with the letter ‘B’. 

[Slide 17] 

The late 18th and 19th centuries saw the abandonment of such forms of identification – it was 

increasingly the mind of the deviant that was punished rather than his or her body.  The criminal was 

to be reformed rather than destroyed or stigmatised (in both senses of the word). 

Criminal identification still concerned the body but not with its marking.  Instead, as in 

fingerprinting, and later DNA profiling, identification was through the body.  

[Slide 18] 

The body became a series of signs that could be compared to data held in an information system.  

Fingerprinting, for example, had been around for centuries – it was being used by the Han Chinese.  

What made the great breakthrough in the late Victorian period was the invention by Sir Edward 

Henry in India of a workable classification system that enabled information retrieval.  His classic 

manual, published in India in 1896 was graphically described as Instructions for classifying and 

deciphering finger impressions and for describing them with sufficient exactness to enable 

comparison of the description with the original impression to be satisfactorily made ……… 
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But what did not happen was the use of these new biometric forms of identification to identify the 

citizen or the juridical person.  A Treasury Committee after the First World War considered the 

possibility of fingerprinting all pensioners but the idea was rejected as too ‘Prussian’.  The proposal 

would alienate the British public who associated fingerprinting with criminality, and native peoples 

in the Empire. 

[Slide 20] 

This unwillingness to identify the citizen through the body extended to the identification systems 

introduced into Britain during the two World Wars.  This is the certificate given to people who 

entered the National Registration system during the First World War.  It recognises an act, not a 

person. 

[Slide 21] 

Much the same could be said of the Second World War ID cards for the general public, on which the 

only form of ID was the signature.  

[Slide 22] 

The British could have insisted on having photographs on the Second World War ID card, as in the 

case of the registration cards that aliens had to carry from the Edwardian period.  The absence of 

any form of biometrics on the World War II card is, therefore, more striking.  

[Slide 23] 

To conclude, techniques and technologies of identification have always been intimately linked with 

forms of social identity.  But people have always had a multiplicity of social identities, that have been 

identified in different ways.  Current proposals to create a single form of identification, including 

biometrics, cuts across a millenium of social conventions.  Nothing wrong in that but one has to 

understand what is at stake. 

But what is the nature of that link between the techniques and technologies of identification, and 

identity?  Does the increasing use of the body to identify all sorts of personalities, including those 

such as the juridical person and the citizen which were not traditionally identified through the body, 

lead to a different understanding of the individual?  Or does the shift indicate that we have already 

changed the way in which we understand the individual – that the classic liberal concept of the 

individual as a responsible social agent with a space of autonomy has already collapsed, to be placed 

with a belief that everyone is a potential deviant needing to be watched and controlled?  

 

 

 

 


